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Summary

CVE CVE-2022-31799

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-02 14:15:00 UTC

Updated 2023-11-07 03:47:00 UTC

Description Bottle before 0.12.20 mishandles errors during early request binding.

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bottlepy Bottle All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

References

Reference Source Link

[SECURITY] Fedora 36 Update: python-bottle-0.12.21-2.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-5159-1 python-bottle DEBIAN www.debian.org

Release of 0.12.20 · bottlepy/bottle@a2b0ee6 · GitHub MISC github.com

[SECURITY] Fedora 35 Update: python-bottle-0.12.21-2.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Comparing 0.12.19...0.12.20 · bottlepy/bottle · GitHub MISC github.com

[SECURITY] Fedora 36 Update: python-bottle-0.12.21-2.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: python-bottle-0.12.21-2.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Gracefully handle errors during early request binding. · bottlepy/bottle@e140e1b · GitHub MISC github.com

[SECURITY] [DLA 3048-1] python-bottle security update MLIST lists.debian.org

https://cve.report/
https://cve.report/CVE-2022-31799/mitre
https://cve.report/CVE-2022-31799/nist
https://cve.report/CVE-2022-31799/cve_org
https://cve.report/CVE-2022-31799.pdf
http://cve.report/vendor/bottlepy
http://cve.report/software/bottlepy/bottle
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KTLOQGMDZEPIYTFC2G53OQV2ULCGYS3F/
https://www.debian.org/security/2022/dsa-5159
https://github.com/bottlepy/bottle/commit/a2b0ee6bb4ce88895429ec4aca856616244c4c4c
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/IE7U6J45PUEXIYYVWJKPM6QXIRKDK4HD/
https://github.com/bottlepy/bottle/compare/0.12.19...0.12.20
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/KTLOQGMDZEPIYTFC2G53OQV2ULCGYS3F/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/IE7U6J45PUEXIYYVWJKPM6QXIRKDK4HD/
https://github.com/bottlepy/bottle/commit/e140e1b54da721a660f2eb9d58a106b7b3ff2f00


[SECURITY] [DLA 3048-1] python-bottle security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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179365 Debian Security Update for python-bottle (DLA 3048-1)

179368 Debian Security Update for python-bottle (DSA 5159-1)

182789 Debian Security Update for python-bottle (CVE-2022-31799)

198872 Ubuntu Security Notification for Bottle Vulnerability (USN-5532-1)

282861 Fedora Security Update for python (FEDORA-2022-c1e107f37f)

282862 Fedora Security Update for python (FEDORA-2022-cc9a173168)

354058 Amazon Linux Security Advisory for python-bottle : ALAS2-2022-1844

354351 Amazon Linux Security Advisory for python-bottle : ALAS2022-2022-205

355227 Amazon Linux Security Advisory for python-bottle : ALAS2023-2023-082

379050 Splunk Enterprise Multiple Vulnerabilities (SVD-2023-1104,SVD-2023-1105)

379095 Splunk Universal Forwarder Multiple Vulnerabilities (SVD-2023-1107)

502585 Alpine Linux Security Update for py3-bottle

505277 Alpine Linux Security Update for py3-bottle

752552 SUSE Enterprise Linux Security Update for python-bottle (SUSE-SU-2022:3103-1)
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