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Improper Input Validation vulnerability in ABB AC500 V2 PM5xx allows Client-Server Protocol Manipulation.This issue affec
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Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Operating System

Vendor Product Version Update Edition Language
Abb Ac500 Cpu Firmware All All All All
Abb Pm5630-2eth 2.0 All All All
Abb Pm5650-2eth 2.0 All All All
Abb Pm5670-2eth 2.0 All All All
Abb Pm5675-2eth 2.0 All All All
Abb Pm571-eth-v14x 2.0 All All All
Abb Pm571-v14x 2.0 All All All
Abb Pm572 2.0 All All All
Abb Pm573-eth 2.0 All All All
Abb Pm581-eth-v14x 2.0 All All All
Abb Pm581-v14x 2.0 All All All
Abb Pm582 2.0 All All All
Abb Pm582-arcnet 2.0 All All All
Abb Pm582-eth 2.0 All All All
Abb Pm582-v14x 2.0 All All All
Abb Pm583-eth 2.0 All All All
Abb Pm585-eth 2.0 All All All
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Hardware Abb Pm585-mc-kit 2.0 All All All
Hardware Abb Pm590-arcnet-v14x 2.0 All All All
Hardware Abb Pm590-eth 2.0 All All All
Hardware Abb Pm590-eth-v14x 2.0 All All All
Hardware Abb Pm590-mc-kit 2.0 All All All
Hardware Abb Pm590-v14x 2.0 All All All
Hardware Abb Pm591-2eth 2.0 All All All
Hardware Abb Pm591-arcnet-v14x 2.0 All All All
Hardware Abb Pm591-eth 2.0 All All All
Hardware Abb Pm591-eth-v14x 2.0 All All All
Hardware Abb Pm591-v14x 2.0 All All All
Hardware Abb Pm592-eth 2.0 All All All
Hardware Abb Pm595-4eth-f 2.0 All All All
Reference Source Link Tags
search.abb.com/library/Download.aspx MISC search.abb.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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