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Summary

CVE CVE-2022-3202

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-14 15:15:00 UTC

Updated 2023-10-05 14:09:00 UTC

Description A NULL pointer dereference flaw in diFree in fs/jfs/inode.c in Journaled File System (JFS)in the Linux kernel. This could allow a local attacker to crash the system or leak kernel internal information.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Hardware Netapp H300s - All All All

Operating System Netapp H300s Firmware - All All All

Hardware Netapp H410c - All All All

Operating System Netapp H410c Firmware - All All All

Hardware Netapp H410s - All All All

Operating System Netapp H410s Firmware - All All All

Hardware Netapp H500s - All All All

Operating System Netapp H500s Firmware - All All All

Hardware Netapp H700s - All All All

Operating System Netapp H700s Firmware - All All All

References
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CVE-2022-3202 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

jfs: prevent NULL deref in diFree · torvalds/linux@a530462 · GitHub MISC github.com
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

181053 Debian Security Update for linux (CVE-2022-3202)

377766 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2022:0049)

377871 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2023:0001)

672474 EulerOS Security Update for kernel (EulerOS-SA-2022-2823)

752750 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3844-1)

753063 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4617-1)

753095 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3585-1)

903914 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10949)

903943 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10968)

904086 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10949-1)

904124 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10968-1)

906171 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10949-2)

906391 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10968-2)
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