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CVE CVE-2022-32086

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-01 20:15:00 UTC

Updated 2022-10-25 19:49:00 UTC

Description MariaDB v10.4 to v10.8 was discovered to contain a segmentation fault via the component ltem_field::fix_outer_field.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mariadb Mariadb All All All All

Reference Source Link Tags
[MDEV-26412] Server crash in Iltem_field::fix_outer_field for INSERT SELECT - Jira MISC jira.mariadb.org

CVE-2022-32086 MariaDB Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analy

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181396 Debian Security Update for mariadb-10.5 (CVE-2022-32086)
199043 Ubuntu Security Notification for MariaDB Vulnerabilities (USN-5739-1)
240565 Red Hat Update for rh-mariadb105-galera and rh-mariadb105-mariadb (RHSA-2022:5759)

354476 Amazon Linux Security Advisory for mariadb105 : ALAS2022-2022-182
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https://nvd.nist.gov/vuln/detail/CVE-2022-32086
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355152 Amazon Linux Security Advisory for mariadb105 : ALAS2023-2023-037

356265 Amazon Linux Security Advisory for mariadb : ALASMARIADB10.5-2023-003

752572 SUSE Enterprise Linux Security Update for mariadb (SUSE-SU-2022:3225-1)

753160 SUSE Enterprise Linux Security Update for mariadb (SUSE-SU-2022:3159-1)

753464 SUSE Enterprise Linux Security Update for mariadb (SUSE-SU-2022:3391-1)
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