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cvssavanacrrrnuRsuciian  Gertain versions of Splunk from Sp'Uﬂk contain the foIIowing
vulnerability:

Dashboards in Splunk Enterprise versions before 9.0 might let an
attacker inject risky search commands into a form token when the

token is used in a query in a cross-origin request. The result bypasses
SPL safeguards for risky commands. See New capabilities can limit
access to some custom and potentially risky commands
(https://docs.splunk.com/Documentation/Splunk/9.0.0/Security/SPLsafeguards#New_capabiliti¢
for more information. Note that the attack is browser-based and an attacker cannot exploit it at
will.

CVE-2022-32154 has been assigned by @ prodsec@splunk.com to track the vulnerability - currently rated as m severity.
Affected Vendor/Software: @ Splunk, Inc - Splunk Enterprise version < 9.0

Affected Vendor/Software: @ Splunk, Inc - Splunk Cloud Platform version < 8.2.2106
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/ |

| CVSS3 Score: 8.1-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ NONE |
CVSS2 Score: [#EMEDIUNM)
Access Access Authentication
Vector Complexity
[ HiGH [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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https://cve.report/CVE-2022-32154.pdf
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http://cve.report/vendor/splunk
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| (Non

CVE References

Description Tags Link

Splunk @ CONFIRM research.splunk.com/application/splunk_command_and_scripting_interpreter_delete_u:

Command and

Scripting

Interpreter

Delete Usage -

Splunk

Security

Content

SVD-2022- [ www.splunk.com | @ CONFIRM www.splunk.com/en_us/product-security/announcements/svd-2022-0604.htm|

0604 | Splunk

SPL @ CONFIRM

safeguards for docs.splunk.com/Documentation/Splunk/9.0.0/Security/SPLsafeguards#New_capabilities_can_limit_a

risky

commands -

Splunk

Documentation

Splunk @ CONFIRM research.splunk.com/application/splunk_command_and_scripting_interpreter_risky_spl

Command and

Scripting

Interpreter

Risky SPL

MLTK - Splunk

Security

Content

Splunk @ CONFIRM research.splunk.com/application/splunk_command_and_scripting_interpreter_risky_cor

Command and

Scripting

Interpreter

Risky

Commands -

Splunk

Security

Content

Security @ CONFIRM docs.splunk.com/Documentation/Splunk/9.0.0/Security/Updates

updates -

Splunk

Documentation
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

|

Related QID Numbers

378025 Splunk Enterprise Search Injection Vulnerability (SVD-2022-0604)
378038 Splunk Enterprise Security Update (SVD-2022-0604)

730652 Splunk Enterprise Search Injection Vulnerability (SVD-2022-0604)
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https://research.splunk.com/application/splunk_command_and_scripting_interpreter_risky_spl_mltk/
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http://cve.report/qid/730652

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Splunk Splunk All All All All
Application Splunk Splunk Cloud Platform All All All All
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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