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assamvnncuruuiasceuan — Gertain versions of Zinc from Zinclabs contain the following
: vulnerability:

In Zinc, versions v0.1.9 through v0.3.1 are vulnerable to Stored Cross-
Site Scripting when using the delete user functionality. When an
authenticated user deletes a user having a XSS payload in the user id
field, the javascript payload will be executed and allow an attacker to
access the user’s credentials.

CVE-2022-32171 has been assigned by @ vulnerabilitylab@whitesourcesoftware.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: @ zinc - zinc version >= v0.1.9

Affected Vendor/Software: @ zinc - zinc version <= v0.3.1

| CVSS3 Score: SHEMEDILN)

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK LOW

Scope Confidentiality Integrity Availability

Impact Impact Impact

(NONE_
CVE References

Description Tags Link

CVE-2022-32171 | Mend Vulnerability IEER @ MISC www.mend.io/vulnerability-database/CVE-2022-32171
Database text/html

Hotfix/mend vulnerabilities (#521) - [ github.com | ) MiIsC
zinclabs/zinc@3376¢24 - GitHub text/html github.com/zinclabs/zinc/commit/3376c248bade163430f9347742428f0a82cd322d
cve-website W MISC www.cve.org/CVERecord?id=CVE-2022-32171
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Zinclabs Zinc All All All All

cpe:2.3:a:zinclabs:zinc:™:*:** "
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Mend Vulnerability Research Team (MVR)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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