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In Zinc, versions v0.1.9 through v0.3.1 are vulnerable to Stored Cross-
Site Scripting when using the delete template functionality. When an
authenticated user deletes a template with a XSS payload in the name
field, the Javascript payload will be executed and allow an attacker to
access the user’s credentials.
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CVE-2022-32172 has been assigned by @ vulnerabilitylab@whitesourcesoftware.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: @ zinc - zinc version >= v0.1.9

Affected Vendor/Software: @ zinc - zinc version <= v0.3.1

| CVSS3 Score: SHEMEDILN)

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW
Scope Confidentiality Integrity Availability
Impact Impact Impact
(NONE_
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition

Application Zinclabs Zinc All All All
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cpe:2.3:a:zinclabs:zinc:™:*:** "

Discovery Credit

Language

All

Mend Vulnerability Research Team (MVR)

Social Mentions
Source Title

@CVEreport CVE-2022-32172 : In Zinc, versions v0.1.9 through v0.3.1 are vulnerable to Stored Cross-Site
Scripting when using t... twitter.com/i/web/status/1...

New vulnerability on the NVD: CVE-2022-32172 ift.tt/lIOCLc7E
@JohnJasonFallow

@doogsineerg New vulnerability on the NVD: CVE-2022-32172 ift.t/NOKMnls

@workentin New vulnerability on the NVD: CVE-2022-32172 ift.tt/vk8xAsO
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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