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Summary

CVE CVE-2022-32174

State PUBLIC

Assigner vulnerabilitylab@whitesourcesoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-11 15:15:00 UTC

Updated 2023-11-07 03:47:00 UTC

Description In Gogs, versions v0.6.5 through v0.12.10 are vulnerable to Stored Cross-Site Scripting (XSS) that leads to an account takeover.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gogs Gogs All All All All

References

Reference Source Link Tags

gogs/gogs.js at v0.12.10 · gogs/gogs · GitHub MISC github.com

CVE-2022-32174 | Mend Vulnerability Database MISC www.mend.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Mend Vulnerability Research Team (MVR)

Legacy QID Mappings

503192 Alpine Linux Security Update for gogs

506090 Alpine Linux Security Update for gogs

https://cve.report/
https://cve.report/CVE-2022-32174/mitre
https://cve.report/CVE-2022-32174/nist
https://cve.report/CVE-2022-32174/cve_org
https://cve.report/api/cve/CVE-2022-32174.json
https://cve.report/CVE-2022-32174.pdf
http://cve.report/vendor/gogs
http://cve.report/software/gogs/gogs
https://github.com/gogs/gogs/blob/v0.12.10/public/js/gogs.js#L263
https://www.mend.io/vulnerability-database/CVE-2022-32174
https://www.cve.org/CVERecord?id=CVE-2022-32174
https://nvd.nist.gov/vuln/detail/CVE-2022-32174
http://cve.report/qid/503192
http://cve.report/qid/506090
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