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CVE CVE-2022-3218
State PUBLIC
Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2022-09-19 17:15:00 UTC
Updated 2022-10-01 02:33:00 UTC
Description Due to a reliance on client-side authentication, the WiFi Mouse (Mouse Server) from Necta LLC's authentication mechanisn

1|

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Necta Wifi Mouse Server 1.7.8.5 All

Edition Language

All All

References

Reference Source
PenTesting/wifi-mouse-server-rce.py at main - H4rk3nz0/PenTesting - GitHub MISC
WiFi Mouse 1.8.3.4 Remote Code Execution ~ Packet Storm MISC
WiFi Mouse 1.7.8.5 - Remote Code Execution - Windows remote Exploit MISC
WiFi Mouse 1.7.8.5 - Remote Code Execution(v2) - Windows remote Exploit MISC

wifi mouse rce by h00die - Pull Request #16985 - rapid7/metasploit-framework - GitHub ~ MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Link Tags
github.com
packetstormsecurity.com
www.exploit-db.com

www.exploit-db.com

github.com
Www.cve.org canonical
nvd.nist.gov canonical, .

Vendor Comments And Credit

Discovery Credit

vulnerability.

LEGACY: H4rk3nz0, REDHATAUGUST, and h0Odie discovered and reported this



https://cve.report/
https://cve.report/CVE-2022-3218/mitre
https://cve.report/CVE-2022-3218/nist
https://cve.report/CVE-2022-3218/cve_org
https://cve.report/api/cve/CVE-2022-3218.json
https://cve.report/CVE-2022-3218.pdf
http://cve.report/vendor/necta
http://cve.report/software/necta/wifi_mouse_server
https://github.com/H4rk3nz0/PenTesting/blob/main/Exploits/wifi%20mouse/wifi-mouse-server-rce.py
http://packetstormsecurity.com/files/168509/WiFi-Mouse-1.8.3.4-Remote-Code-Execution.html
https://www.exploit-db.com/exploits/49601
https://www.exploit-db.com/exploits/50972
https://github.com/rapid7/metasploit-framework/pull/16985
https://www.cve.org/CVERecord?id=CVE-2022-3218
https://nvd.nist.gov/vuln/detail/CVE-2022-3218

There are currently no legacy QID mappings associated with this CVE.
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