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CVE CVE-2022-32223
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-14 15:15:00 UTC
Updated 2022-10-28 18:29:00 UTC
Description Node.js is vulnerable to Hijack Execution Flow: DLL Hijacking under certain conditions on Windows platforms.This vulnerak
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Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows - All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
References |
Reference Source Link Tags
July 7th 2022 Security Releases | Node.js MISC nodejs.org

July 2022 Node.js Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

HackerOne MISC hackerone.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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296083 Oracle Solaris 11.4 Support Repository Update (SRU) 49.126.2 Missing (CPUOCT2022)
355273 Amazon Linux Security Advisory for nodejs : ALAS2023-2023-084
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