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Summary

CVE CVE-2022-32234

State PUBLIC

Assigner cve-assign@fb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-11 01:15:00 UTC

Updated 2022-10-11 19:08:00 UTC

Description An out of bounds write in hermes, while handling large arrays, prior to commit 06eaec767e376bfdb883d912cb15e987ddf2bda1 allows attackers to potentially execute arbitrary code via crafted JavaScript. Note that this is only exploitable if the application using Hermes permits evaluation of untrusted JavaScript. Hence, most React Native applications are not affected.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Facebook Hermes All All All All

References

Reference Source Link Tags

Facebook CONFIRM www.facebook.com

Re-sync with internal repository (#772) · facebook/hermes@06eaec7 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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