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cssamvnneLrriumsuctan  Gertain versions of Debian Linux from Debian contain the foIIowing
vulnerability:

XFCE 4.16 allows attackers to execute arbitrary code because xdg-
open can execute a .desktop file on an attacker-controlled FTP server.

AV

CVE-2022-32278 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SBFMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
B MISC www.linkedin.com/in/igoOr/
[SECURITY] [DLA 3056-1] exo security update (@ MLIST [debian-lts-announce] 20220622


https://cve.report/
https://cve.report/CVE-2022-32278/mitre
https://cve.report/CVE-2022-32278/nist
https://cve.report/CVE-2022-32278/cve_org
https://cve.report/CVE-2022-32278.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.linkedin.com/in/igo0r/
https://lists.debian.org/debian-lts-announce/2022/06/msg00018.html

Igor — Medium

comment@cve.report.

Related QID Numbers

Debian -- Security Information -- DSA-5164-1 exo

exo-open : Only execute local .desktop files
(c71c04ff) - Commits - Xfce / exo - GitLab

text/html

text/html

gitlab.xfce.org

text/html

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

text/html

[SECURITY] [DLA 3056-1] exo security update

(@ DEBIAN DSA-5164

B MISC gitlab.xfce.org/xfce/exo/-

/commit/c71c04ff5882b2866a0d8506fb460d4ef796de9f

B MISC medium.com/@gother.lain

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

179377 Debian Security Update for exo (DSA 5164-1)

179486 Debian Security Update for exo (DLA 3056-1)

Known Affected Configurations (CPE V2.3)

Type

Operating
System

Operating
System

Operating
System

Application

Application

Vendor

Debian

Debian

Debian

Xfce

Xfce

cpe:2.3:0:debian:debian_linux:10.0

Product

Debian Linux

Debian Linux

Debian Linux

Exo

Xfce

KKk ok kR k.

cpe:2.3:0:debian:debian_linux:11.0:**: "

cpe:2.3:0:debian:debian_linux:9.0:*:*:*:*:*:*:*:

184902 Debian Security Update for exo (CVE-2022-32278)

No vendor comments have been submitted for this CVE

QAnial Mantinne

199501 Ubuntu Security Notification for Exo Vulnerability (USN-6008-1)

Version

10.0

All

4.16

Update

All

All

All

All

All

Edition

All

All

All

All

All

690880 Free Berkeley Software Distribution (FreeBSD) Security Update for xfce (55cff5d2-e95¢c-11ec-ae20-001999f8d30b)

Language

All

All

All

All

All
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Source Title Posted (UTC)
landry@ modified x11/xfced/exo: x11/xfced/exo: update to 4.16.4 fixes gitlab.xfce.org/xfce/exo/- 2022-06-11
@0OpenBSD_ports  /iss... / CVE-2022-32278 07:55:17
OPENBSD_7_1 landry@ modified x11/xfce4/exo: x11/xfced/exo: update to 4.16.4 fixes 2022-06-11
@OpenBSD_ports  gitlab.xfce.org/xfce/exo/-/iss... /| CVE-2022-32278 07:55:18
OPENBSD_7_1 landry@ modified x11/xfced/exo: x11/xfce4/exo: update to 4.16.4 fixes 2022-06-11
@0OpenBSD_stable gitlab.xfce.org/xfce/exo/-/iss... | CVE-2022-32278 07:55:18

@CVEreport CVE-2022-32278 : XFCE 4.16 allows attackers to execute arbitrary code because xdg-open can 2022-06-13

execute a .desktop file... twitter.com/i/web/status/1... 22:03:43

@Robo_Alerts  Potentially Critical CVE Detected! CVE-2022-32278 XFCE 4.16 allows attackers to execute 2022-06-13
arbitrary code because xdg-... twitter.com/i/web/status/1... 23:56:01

Severity: ?? | XFCE 4.16 allows attackers to execute ar... | CVE-2022-32278 | Link for more: 2022-06-27
@RemotelyAlerts alerts.remotelyrmm.com/CVE-2022-32278 17:32:04

@ /rinetcve CVE-2022-32278 2022-06-13
23:38:56
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