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CVE CVE-2022-32287
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-03 12:15:00 UTC
Updated 2023-05-22 15:44:00 UTC
Description A relative path traversal vulnerability in a FileUtil class used by the PEAR management component of Apache UIMA allows
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Uimaj All All All All
Application Apache Unstructured Information Management Architecture All All All All
Reference Source

oss-security - CVE-2022-32287: Apache UIMA prior to 3.3.1 has a path traversal vulnerability when extracting (PEAR) archives ~ MLIST

lists.apache.org/thread/57vk0d79j94d0lkOvol8xn935yv1shdd MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit

Discovery Credit

LEGACY: Apache UIMA would like to thank Huangzhicong from CodeSafe Team of
Legendsec at Qi'anxin Group

There are currently no legacy QID mappings associated with this CVE.
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