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Summary

CVE CVE-2022-32292

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-03 14:15:00 UTC

Updated 2023-12-21 18:51:00 UTC

Description In ConnMan through 1.41, remote attackers able to send HTTP requests to the gweb component are able to exploit a heap-based buffer overflow in received_data to execute code.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Intel Connman All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-5231-1 connman DEBIAN www.debian.org

Bug 1200189 – VUL-0: CVE-2022-32292: connman: Heap overflow in gweb's received_data() MISC bugzilla.suse.com

[PATCH 5/6] gweb: Fix OOB write in received_data() - Daniel Wagner CONFIRM lore.kernel.org

ConnMan: Multiple Vulnerabilities (GLSA 202310-21) — Gentoo security GENTOO security.gentoo.org

[PATCH 5/6] gweb: Fix OOB write in received_data() - Daniel Wagner lore.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181049 Debian Security Update for connman (DLA 3105-1)
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https://cve.report/CVE-2022-32292/mitre
https://cve.report/CVE-2022-32292/nist
https://cve.report/CVE-2022-32292/cve_org
https://cve.report/CVE-2022-32292.pdf
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https://bugzilla.suse.com/show_bug.cgi?id=1200189
https://lore.kernel.org/connman/20220801080043.4861-5-wagi@monom.org/
https://security.gentoo.org/glsa/202310-21
https://lore.kernel.org/connman/20220801080043.4861-5-wagi%2540monom.org/
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181062 Debian Security Update for connman (DSA 5231-1)

184256 Debian Security Update for connman (CVE-2022-32292)

199592 Ubuntu Security Notification for ConnMan Vulnerabilities (USN-6236-1)

710781 Gentoo Linux ConnMan Multiple Vulnerabilities (GLSA 202310-21)
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