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Summary

CVE CVE-2022-32294

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-11 03:15:00 UTC

Updated 2023-11-07 03:47:00 UTC

Description ** DISPUTED ** Zimbra Collaboration Open Source 8.8.15 does not encrypt the initial-login randomly created password (from the "zmprove ca" command). It is visible in cleartext on port UDP 514 (aka the syslog port). NOTE: a third party reports that this cannot be reproduced.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zimbra Collaboration 8.8.15 All All All

References

Reference

Zimbra 8.8.15 zmprove ca command Incorrect Access Control | by Soheil SamanAbadi | Medium

Use 'zmprov' (the correct command name) instead of 'zmprove' (wrong) by robert-scheck · Pull Request #1 · soheilsamanabadi/vulnerabilitys · GitHub

vulnerabilitys/Zimbra 8.8.15 zmprove ca command at main · soheilsamanabadi/vulnerabilitys · GitHub

wiki.zimbra.com/wiki/Zimbra_Security_Advisories

wiki.zimbra.com/wiki/Security_Center

Zimbra 8.8.15 zmprove ca command Incorrect Access Control | by Soheil SamanAbadi | Jul, 2022 | Medium

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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