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Summary

CVE CVE-2022-32511

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-06 22:15:00 UTC

Updated 2023-11-07 03:47:00 UTC

Description jmespath.rb (aka JMESPath for Ruby) before 1.6.1 uses JSON.load in a situation where JSON.parse is preferable.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Jmespath Project Jmespath All All All All

References

Reference Source Link

[SECURITY] Fedora 35 Update: rubygem-jmespath-1.6.1-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: rubygem-jmespath-1.6.1-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Use JSON.parse instead of JSON.load by mullermp · Pull Request #55 · jmespath/jmespath.rb · GitHub MISC github.com

What's the difference between JSON.load and JSON.parse methods of Ruby lib? - Stack Overflow MISC stackoverflow.com

Comparing v1.6.0...v1.6.1 · jmespath/jmespath.rb · GitHub MISC github.com

[SECURITY] Fedora 36 Update: rubygem-jmespath-1.6.1-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: rubygem-jmespath-1.6.1-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

183988 Debian Security Update for ruby-jmespath (CVE-2022-32511)

282830 Fedora Security Update for rubygem (FEDORA-2022-779e050244)

282831 Fedora Security Update for rubygem (FEDORA-2022-13d49faee0)
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