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Summary

CVE CVE-2022-32513

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-30 23:15:00 UTC

Updated 2023-02-08 16:56:00 UTC

Description A CWE-521: Weak Password Requirements vulnerability exists that could allow an attacker to gain control of the device when the attacker brute forces the password. Affected Products: C-Bus Network Automation Controller - LSS5500NAC (Versions prior to V1.10.0), Wiser for C-Bus Automation Controller - LSS5500SHAC (Versions prior to V1.10.0), Clipsal C-Bus Network Automation Controller - 5500NAC (Versions prior to V1.10.0), Clipsal Wiser for C-Bus Automation Controller - 5500SHAC (Versions prior to V1.10.0), SpaceLogic C-Bus Network Automation Controller - 5500NAC2 (Versions prior to V1.10.0), SpaceLogic C-Bus Application Controller - 5500AC2 (Versions prior to V1.10.0)

Risk And Classification

Problem Types: CWE-521

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric 5500ac2 - All All All

Operating System Schneider-electric 5500ac2 Firmware All All All All

Hardware Schneider-electric 5500nac - All All All

Hardware Schneider-electric 5500nac2 - All All All

Operating System Schneider-electric 5500nac2 Firmware All All All All

Operating System Schneider-electric 5500nac Firmware All All All All

Hardware Schneider-electric 5500shac - All All All

Operating System Schneider-electric 5500shac Firmware All All All All

Hardware Schneider-electric Lss5500nac - All All All

Operating System Schneider-electric Lss5500nac Firmware All All All All

Hardware Schneider-electric Lss5500shac - All All All

Operating System Schneider-electric Lss5500shac Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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