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Summary

CVE CVE-2022-32533

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-06 10:15:00 UTC

Updated 2023-11-07 03:47:00 UTC

Description ** UNSUPPORTED WHEN ASSIGNED ** Apache Jetspeed-2 does not sufficiently filter untrusted user input by default leading to a number of issues including XSS, CSRF, XXE, and SSRF. Setting the configuration option "xss.filter.post = true" may mitigate these issues. NOTE: Apache Jetspeed is a dormant project of Apache Portals and no updates will be provided for this issue.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Jetspeed All All All All

References

Reference Source Link Tags

lists.apache.org/thread/d3g248pr03x8rvmh8p2t3xdlw0wn5dz2 MISC lists.apache.org

oss-security - CVE-2022-32533: Apache Portals Jetspeed XSS, CSRF, SSRF, and XXE issues MLIST www.openwall.com

oss-security - CVE-2022-32533: Apache Portals Jetspeed XSS, CSRF, SSRF, and XXE issues MISC www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to RunningSnail for reporting.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/software/apache/jetspeed
https://lists.apache.org/thread/d3g248pr03x8rvmh8p2t3xdlw0wn5dz2
http://www.openwall.com/lists/oss-security/2022/07/06/1
https://www.openwall.com/lists/oss-security/2022/07/06/1
https://www.cve.org/CVERecord?id=CVE-2022-32533
https://nvd.nist.gov/vuln/detail/CVE-2022-32533
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