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Summary

CVE CVE-2022-32537

State PUBLIC

Assigner security@medtronic.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-12 13:15:00 UTC

Updated 2023-11-07 03:47:00 UTC

Description A vulnerability exists which could allow an unauthorized user to learn aspects of the communication protocol used to pair system components while the pump is being paired with other system components. Exploitation requires nearby wireless signal proximity with the patient and the device; advanced technical knowledge is required for exploitation. Please refer to the Medtronic Product Security Bulletin for guidance

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Medtronic Guardian Link 2 Transmitter Mmt-7730 - All All All

Operating System Medtronic Guardian Link 2 Transmitter Mmt-7730 Firmware - All All All

Hardware Medtronic Guardian Link 2 Transmitter Mmt-7731 - All All All

Operating System Medtronic Guardian Link 2 Transmitter Mmt-7731 Firmware - All All All

Hardware Medtronic Guardian Link 2 Transmitter Mmt-7738 - All All All

Operating System Medtronic Guardian Link 2 Transmitter Mmt-7738 Firmware - All All All

Hardware Medtronic Guardian Link 2 Transmitter Mmt-7775 - All All All

Operating System Medtronic Guardian Link 2 Transmitter Mmt-7775 Firmware - All All All

Hardware Medtronic Guardian Link 3 Transmitter Mmt-7810 - All All All

Operating System Medtronic Guardian Link 3 Transmitter Mmt-7810 Firmware - All All All

Hardware Medtronic Guardian Link 3 Transmitter Mmt-7811 - All All All

Operating System Medtronic Guardian Link 3 Transmitter Mmt-7811 Firmware - All All All

Hardware Medtronic Minimed 620g Mmt-1750 - All All All

Operating System Medtronic Minimed 620g Mmt-1750 Firmware - All All All

Hardware Medtronic Minimed 630g Mmt-1715 - All All All

Operating System Medtronic Minimed 630g Mmt-1715 Firmware - All All All

Hardware Medtronic Minimed 630g Mmt-1754 - All All All
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Hardware Medtronic Minimed 630g Mmt-1754 - All All All

Operating System Medtronic Minimed 630g Mmt-1754 Firmware - All All All

Hardware Medtronic Minimed 630g Mmt-1755 - All All All

Operating System Medtronic Minimed 630g Mmt-1755 Firmware - All All All

Hardware Medtronic Minimed 640g Mmt-1711 - All All All

Operating System Medtronic Minimed 640g Mmt-1711 Firmware - All All All

Hardware Medtronic Minimed 640g Mmt-1712 - All All All

Operating System Medtronic Minimed 640g Mmt-1712 Firmware - All All All

Hardware Medtronic Minimed 640g Mmt-1751 - All All All

Operating System Medtronic Minimed 640g Mmt-1751 Firmware - All All All

Hardware Medtronic Minimed 640g Mmt-1752 - All All All

Operating System Medtronic Minimed 640g Mmt-1752 Firmware - All All All

Hardware Medtronic Minimed 670g Mmt-1740 - All All All

Operating System Medtronic Minimed 670g Mmt-1740 Firmware - All All All

Hardware Medtronic Minimed 670g Mmt-1741 - All All All

Operating System Medtronic Minimed 670g Mmt-1741 Firmware - All All All

Hardware Medtronic Minimed 670g Mmt-1742 - All All All

Operating System Medtronic Minimed 670g Mmt-1742 Firmware - All All All

Hardware Medtronic Minimed 670g Mmt-1760 - All All All

Operating System Medtronic Minimed 670g Mmt-1760 Firmware - All All All

Hardware Medtronic Minimed 670g Mmt-1761 - All All All

Operating System Medtronic Minimed 670g Mmt-1761 Firmware - All All All

Hardware Medtronic Minimed 670g Mmt-1762 - All All All
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Hardware Medtronic Minimed 670g Mmt-1780 - All All All

Operating System Medtronic Minimed 670g Mmt-1780 Firmware - All All All

Hardware Medtronic Minimed 670g Mmt-1781 - All All All

Operating System Medtronic Minimed 670g Mmt-1781 Firmware - All All All

Hardware Medtronic Minimed 670g Mmt-1782 - All All All

Operating System Medtronic Minimed 670g Mmt-1782 Firmware - All All All

Hardware Medtronic Mmt-1151 - All All All

Operating System Medtronic Mmt-1151 Firmware - All All All

Hardware Medtronic Mmt-1152 - All All All

Operating System Medtronic Mmt-1152 Firmware - All All All

Hardware Medtronic Mmt-1351 - All All All

Operating System Medtronic Mmt-1351 Firmware - All All All
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Hardware Medtronic Mmt-1352 - All All All

Operating System Medtronic Mmt-1352 Firmware - All All All

Hardware Medtronic Mmt-7306 - All All All

Operating System Medtronic Mmt-7306 Firmware - All All All

References

Reference Source Link Tags

Medtronic NGP 600 Series Insulin Pumps | CISA MISC www.cisa.gov

Security Bulletin - MiniMed™ 600 Series Pump System Communication Issue | Medtronic MISC global.medtronic.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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