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CVE CVE-2022-32743
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-01 21:15:00 UTC
Updated 2023-11-07 03:48:00 UTC
Description Samba does not validate the Validated-DNS-Host-Name right for the dNSHostName attribute which could permit unprivileg:

/ ]

1|

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 37 All All All

Application Samba Samba All All All All

Reference Source Link
[SECURITY] Fedora 37 Update: freeipa-4.10.0-6.fc37 - package-announce - Fedora Mailing-Lists lists.fi
[MS-ADTS]: dNSHostName | Microsoft Docs MISC docs.
14833 — (CVE-2022-32743) CVE-2022-32743 [SECURITY] Validated dnsHostname write right needs to be implemented MISC bugzi
Samba: Multiple Vulnerabilities (GLSA 202309-06) — Gentoo security GENTOO  secur
[SECURITY] Fedora 37 Update: freeipa-4.10.0-6.fc37 - package-announce - Fedora Mailing-Lists FEDORA  lists.fi
CVE Program record CVE.ORG www.
NVD vulnerability detail NVD nvd.n
< e |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184752 Debian Security Update for samba (CVE-2022-32743)


https://cve.report/
https://cve.report/CVE-2022-32743/mitre
https://cve.report/CVE-2022-32743/nist
https://cve.report/CVE-2022-32743/cve_org
https://cve.report/CVE-2022-32743.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ZTTOLTHUHOV4SHCHCB5TAA4FQVJAWN4P/
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-adts/5c578b15-d619-408d-ba17-380714b89fd1
https://bugzilla.samba.org/show_bug.cgi?id=14833
https://security.gentoo.org/glsa/202309-06
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ZTTOLTHUHOV4SHCHCB5TAA4FQVJAWN4P/
https://www.cve.org/CVERecord?id=CVE-2022-32743
https://nvd.nist.gov/vuln/detail/CVE-2022-32743
http://cve.report/qid/184752

355336 Amazon Linux Security Advisory for samba : ALAS2023-2023-032

502579 Alpine Linux Security Update for samba

503128 Alpine Linux Security Update for samba

5059835 Alpine Linux Security Update for samba

672337 EulerOS Security Update for samba (EulerOS-SA-2022-2778)

672393 EulerOS Security Update for samba (EulerOS-SA-2022-2743)

672409 EulerOS Security Update for samba (EulerOS-SA-2022-2806)

672440 EulerOS Security Update for samba (EulerOS-SA-2022-2830)

672472 EulerOS Security Update for samba (EulerOS-SA-2022-2856)

710751 Gentoo Linux Samba Multiple Vulnerabilities (GLSA 202309-06)

752579 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2022:3244-1)

752795 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2022:3955-1)

903832 Common Base Linux Mariner (CBL-Mariner) Security Update for samba (10865)
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