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Summary

CVE CVE-2022-3277

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-06 23:15:00 UTC

Updated 2023-03-13 18:52:00 UTC

Description An uncontrolled resource consumption flaw was found in openstack-neutron. This flaw allows a remote authenticated user to query a list of security groups for an invalid project. This issue creates resources that are unconstrained by the user's quota. If a malicious user were to submit a significant number of requests, this could lead to a denial of service.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Neutron All All All All

Application Redhat Openstack Platform 13.0 All All All

Application Redhat Openstack Platform 16.1 All All All

Application Redhat Openstack Platform 16.2 All All All

References

Reference Source Link

2129193 – (CVE-2022-3277) CVE-2022-3277 openstack-neutron: unrestricted creation of security groups MISC bugzilla.redhat.com

Bug #1988026 “Neutron should not create security group with proj...” : Bugs : neutron MISC bugs.launchpad.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199327 Ubuntu Security Notification for OpenStack Neutron Vulnerabilities (USN-6067-1)

240988 Red Hat Update for OpenStack Platform 16.1.9 (RHSA-2022:8870)
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