
CVE-2022-32793
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-32793

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-24 20:15:00 UTC

Updated 2023-11-07 03:48:00 UTC

Description Multiple out-of-bounds write issues were addressed with improved bounds checking. This issue is fixed in macOS Monterey 12.5, watchOS 8.7, tvOS 15.6, iOS 15.6 and iPadOS 15.6. An app may be able to disclose kernel memory.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Ipados All All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Macos All All All All

Operating System Apple Tvos All All All All

Operating System Apple Watchos All All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

References

Reference Source Link

About the security content of tvOS 15.6 - Apple Support MISC support.apple.com

About the security content of macOS Monterey 12.5 - Apple Support MISC support.apple.com

About the security content of iOS 15.6 and iPadOS 15.6 - Apple Support MISC support.apple.com

[SECURITY] Fedora 36 Update: webkit2gtk3-2.36.7-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: webkit2gtk3-2.36.7-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: webkit2gtk3-2.36.7-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

About the security content of iOS 16 - Apple Support CONFIRM support.apple.com

https://cve.report/
https://cve.report/CVE-2022-32793/mitre
https://cve.report/CVE-2022-32793/nist
https://cve.report/CVE-2022-32793/cve_org
https://cve.report/CVE-2022-32793.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/ipados
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/macos
http://cve.report/vendor/apple
http://cve.report/software/apple/tvos
http://cve.report/vendor/apple
http://cve.report/software/apple/watchos
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://support.apple.com/en-us/HT213342
https://support.apple.com/en-us/HT213345
https://support.apple.com/en-us/HT213346
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7SETAAXEPGNBMYKTUDFEZHS5LGSQ64QL/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YKJGV2EXVMYQW3OAJNI4WUTKKVMD2YYK/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YKJGV2EXVMYQW3OAJNI4WUTKKVMD2YYK/
https://support.apple.com/kb/HT213446


About the security content of watchOS 8.7 - Apple Support MISC support.apple.com

[SECURITY] Fedora 36 Update: webkit2gtk3-2.36.7-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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283070 Fedora Security Update for webkit2gtk3 (FEDORA-2022-eada5f24a0)

283103 Fedora Security Update for webkit2gtk3 (FEDORA-2022-ddfeee50c9)

355438 Amazon Linux Security Advisory for webkitgtk4 : ALAS2-2023-2088

376740 Apple macOS Monterey 12.5 Not Installed (HT213345)

610425 Apple iOS 15.6 and iPadOS 15.6 Security Update Missing
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