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Summary

CVE CVE-2022-32967

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-29 04:15:00 UTC

Updated 2022-11-30 04:59:00 UTC

Description RTL8111EP-CG/RTL8111FP-CG DASH function has hard-coded password. An unauthenticated physical attacker can use the hard-coded default password during system reboot triggered by other user, to acquire partial system information such as serial number and server information.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Realtek Rtl8111ep-cg - All All All

Operating System Realtek Rtl8111ep-cg Firmware 5.0.10 All All All

Operating System Realtek Rtl8111ep-cg Firmware All All All All

Hardware Realtek Rtl8111fp-cg - All All All

Operating System Realtek Rtl8111fp-cg Firmware 5.0.10 All All All

Operating System Realtek Rtl8111fp-cg Firmware All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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