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Summary

CVE CVE-2022-32985

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-17 23:15:00 UTC

Updated 2022-07-25 21:16:00 UTC

Description libnx_apl.so on Nexans FTTO GigaSwitch before 6.02N and 7.x before 7.02 implements a Backdoor Account for SSH logins on port 50200 or 50201.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nexans Gigaswitch 641 Desk V5 Sfp-vi - All All All

Operating System Nexans Gigaswitch 641 Desk V5 Sfp-vi Firmware All All All All

Hardware Nexans Gigaswitch 642 Desk V5 Sfp-2vi - All All All

Operating System Nexans Gigaswitch 642 Desk V5 Sfp-2vi Firmware All All All All

Hardware Nexans Gigaswitch V5 2tppd-f Sfp-vi 54vdc - All All All

Operating System Nexans Gigaswitch V5 2tppd-f Sfp-vi 54vdc Firmware All All All All

Hardware Nexans Gigaswitch V5 2tppse Sfp-vi 54vdc - All All All

Operating System Nexans Gigaswitch V5 2tppse Sfp-vi 54vdc Firmware All All All All

Hardware Nexans Gigaswitch V5 2tp Sfp-vi 54vdc - All All All

Operating System Nexans Gigaswitch V5 2tp Sfp-vi 54vdc Firmware All All All All

Hardware Nexans Gigaswitch V5 Sfp-2vi 230vac - All All All

Operating System Nexans Gigaswitch V5 Sfp-2vi 230vac Firmware All All All All

Hardware Nexans Gigaswitch V5 Tppse Sfp-2vi 54vdc - All All All

Operating System Nexans Gigaswitch V5 Tppse Sfp-2vi 54vdc Firmware All All All All

Hardware Nexans Gigaswitch V5 Tppse Sfp-2vi 54vdc Ind - All All All

Operating System Nexans Gigaswitch V5 Tppse Sfp-2vi 54vdc Ind Firmware All All All All

Hardware Nexans Gigaswitch V5 Tppse Sfp-2vi 54vdc Med - All All All
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Hardware Nexans Gigaswitch V5 Tppse Sfp-2vi 54vdc Med - All All All

Operating System Nexans Gigaswitch V5 Tppse Sfp-2vi 54vdc Med Firmware All All All All

Hardware Nexans Gigaswitch V5 Tp Sfp-2vi 54vdc - All All All

Operating System Nexans Gigaswitch V5 Tp Sfp-2vi 54vdc Firmware All All All All

Hardware Nexans Gigaswitch V5 Tp Sfp-2vi 54vdc Ind - All All All

Operating System Nexans Gigaswitch V5 Tp Sfp-2vi 54vdc Ind Firmware All All All All

Hardware Nexans Gigaswitch V5 Tp Sfp-2vi 54vdc Med - All All All

Operating System Nexans Gigaswitch V5 Tp Sfp-2vi 54vdc Med Firmware All All All All

Hardware Nexans Gigaswitch V5 Tp Sfp-vi 230vac - All All All

Operating System Nexans Gigaswitch V5 Tp Sfp-vi 230vac Firmware All All All All

References

Reference Source Link Tags

Hardcoded Backdoor User and Outdated Software Components in Nexans FTTO GigaSwitch series MISC sec-consult.com

Nexans - Industrie & Office Switche MISC www.nexans.de

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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