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Summary

CVE CVE-2022-33099

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-01 12:15:00 UTC

Updated 2023-11-07 03:48:00 UTC

Description An issue in the component luaG_runerror of Lua v5.4.4 and below leads to a heap-buffer overflow when a recursive error occurs.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Lua Lua All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 36 Update: lua-5.4.4-3.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Lua: bugs MISC www.lua.org

[SECURITY] Fedora 36 Update: lua-5.4.4-3.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Save stack space while handling errors · lua/lua@42d4058 · GitHub MISC github.com

Re: heap-buffer-overflow found in luaG_errormsg MISC lua-users.org

[SECURITY] Fedora 35 Update: lua-5.4.4-3.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

heap-buffer-overflow found in luaG_errormsg MISC lua-users.org

回复: heap-buffer-overflow found in luaG_errormsg MISC lua-users.org

[SECURITY] Fedora 35 Update: lua-5.4.4-3.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Lua: bugs www.lua.org

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.
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160194 Oracle Enterprise Linux Security Update for lua (ELSA-2022-7329)

182764 Debian Security Update for lua5.4 (CVE-2022-33099)

240800 Red Hat Update for lua (RHSA-2022:7329)

282971 Fedora Security Update for lua (FEDORA-2022-b9ed35a7ad)

283013 Fedora Security Update for lua (FEDORA-2022-5b5889f43a)

354423 Amazon Linux Security Advisory for lua : ALAS2022-2022-146

354526 Amazon Linux Security Advisory for lua : ALAS2022-2022-176

902437 Common Base Linux Mariner (CBL-Mariner) Security Update for lua (10046)

902438 Common Base Linux Mariner (CBL-Mariner) Security Update for lua (10045)

902622 Common Base Linux Mariner (CBL-Mariner) Security Update for lua (10045-1)

940726 AlmaLinux Security Update for lua (ALSA-2022:7329)

960607 Rocky Linux Security Update for lua (RLSA-2022:7329)
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