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Summary

CVE CVE-2022-33175

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-13 18:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Power Distribution Units running on Powertek firmware (multiple brands) before 3.30.30 have an insecure permissions setting on the user.token field that is accessible to everyone through the /cgi/get_param.cgi HTTP API. This leads to disclosing active session ids of currently logged-in administrators. The session id can then be reused to act as the administrator, allowing reading of the cleartext password, or reconfiguring the device.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Powertekpdus Basic Pdu - All All All

Operating System Powertekpdus Basic Pdu Firmware All All All All

Hardware Powertekpdus Piml Pdu - All All All

Operating System Powertekpdus Piml Pdu Firmware All All All All

Hardware Powertekpdus Pm Pdu - All All All

Operating System Powertekpdus Pm Pdu Firmware All All All All

Hardware Powertekpdus Smart Pim - All All All

Operating System Powertekpdus Smart Pim Firmware All All All All

Hardware Powertekpdus Smart Pom - All All All

Hardware Powertekpdus Smart Poms - All All All

Operating System Powertekpdus Smart Poms Firmware All All All All

Operating System Powertekpdus Smart Pom Firmware All All All All

Hardware Powertekpdus Smart Pos - All All All

Operating System Powertekpdus Smart Pos Firmware All All All All
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Screams of Power vulnerabilities (Powertek-based PDUs) - gynvael.coldwind//vx.log MISC gynvael.coldwind.pl

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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