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CVE Program / NVD first with legacy fallback
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Power Distribution Units running on Powertek firmware (multiple brands) before 3.30.30 have an insecure permissions setti
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Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware

Operating System

References

Reference

Vendor Product Version Update Edition Language
Powertekpdus Basic Pdu - All All All
Powertekpdus Basic Pdu Firmware All All All All
Powertekpdus Piml Pdu - All All All
Powertekpdus Piml Pdu Firmware All All All All
Powertekpdus Pm Pdu - All All All
Powertekpdus Pm Pdu Firmware All All All All
Powertekpdus Smart Pim - All All All
Powertekpdus Smart Pim Firmware All All All All
Powertekpdus Smart Pom - All All All
Powertekpdus Smart Poms - All All All
Powertekpdus Smart Poms Firmware All All All All
Powertekpdus Smart Pom Firmware All All All All
Powertekpdus Smart Pos - All All All
Powertekpdus Smart Pos Firmware All All All All

Source

Link

Tags


https://cve.report/
https://cve.report/CVE-2022-33175/mitre
https://cve.report/CVE-2022-33175/nist
https://cve.report/CVE-2022-33175/cve_org
https://cve.report/api/cve/CVE-2022-33175.json
https://cve.report/CVE-2022-33175.pdf
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/basic_pdu
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/basic_pdu_firmware
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/piml_pdu
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/piml_pdu_firmware
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/pm_pdu
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/pm_pdu_firmware
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/smart_pim
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/smart_pim_firmware
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/smart_pom
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/smart_poms
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/smart_poms_firmware
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/smart_pom_firmware
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/smart_pos
http://cve.report/vendor/powertekpdus
http://cve.report/software/powertekpdus/smart_pos_firmware

Screams of Power vulnerabilities (Powertek-based PDUs) - gynvael.coldwind//vx.log MISC gynvael.coldwind.pl

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
L] Jivl

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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