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Summary

CVE CVE-2022-33196

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-16 21:15:00 UTC

Updated 2023-03-06 15:52:00 UTC

Description Incorrect default permissions in some memory controller configurations for some Intel(R) Xeon(R) Processors when using Intel(R) Software Guard Extensions which may allow a privileged user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Xeon D-1513n - All All All

Operating System Intel Xeon D-1513n Firmware - All All All

Hardware Intel Xeon D-1518 - All All All

Operating System Intel Xeon D-1518 Firmware - All All All

Hardware Intel Xeon D-1520 - All All All

Operating System Intel Xeon D-1520 Firmware - All All All

Hardware Intel Xeon D-1521 - All All All

Operating System Intel Xeon D-1521 Firmware - All All All

Hardware Intel Xeon D-1523n - All All All

Operating System Intel Xeon D-1523n Firmware - All All All

Hardware Intel Xeon D-1527 - All All All

Operating System Intel Xeon D-1527 Firmware - All All All

Hardware Intel Xeon D-1528 - All All All

Operating System Intel Xeon D-1528 Firmware - All All All

Hardware Intel Xeon D-1529 - All All All

Operating System Intel Xeon D-1529 Firmware - All All All

Hardware Intel Xeon D-1531 - All All All
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Hardware Intel Xeon D-1531 - All All All

Operating System Intel Xeon D-1531 Firmware - All All All

Hardware Intel Xeon D-1533n - All All All

Operating System Intel Xeon D-1533n Firmware - All All All

Hardware Intel Xeon D-1537 - All All All

Operating System Intel Xeon D-1537 Firmware - All All All

Hardware Intel Xeon D-1539 - All All All

Operating System Intel Xeon D-1539 Firmware - All All All

Hardware Intel Xeon D-1540 - All All All

Operating System Intel Xeon D-1540 Firmware - All All All

Hardware Intel Xeon D-1541 - All All All

Operating System Intel Xeon D-1541 Firmware - All All All

Hardware Intel Xeon D-1543n - All All All

Operating System Intel Xeon D-1543n Firmware - All All All

Hardware Intel Xeon D-1548 - All All All

Operating System Intel Xeon D-1548 Firmware - All All All

Hardware Intel Xeon D-1553n - All All All

Operating System Intel Xeon D-1553n Firmware - All All All

Hardware Intel Xeon D-1557 - All All All

Operating System Intel Xeon D-1557 Firmware - All All All

Hardware Intel Xeon D-1559 - All All All

Operating System Intel Xeon D-1559 Firmware - All All All

Hardware Intel Xeon D-1567 - All All All

Operating System Intel Xeon D-1567 Firmware - All All All

Hardware Intel Xeon D-1571 - All All All

Operating System Intel Xeon D-1571 Firmware - All All All

Hardware Intel Xeon D-1577 - All All All

Operating System Intel Xeon D-1577 Firmware - All All All

Hardware Intel Xeon D-1602 - All All All

Operating System Intel Xeon D-1602 Firmware - All All All

Hardware Intel Xeon D-1622 - All All All

Operating System Intel Xeon D-1622 Firmware - All All All

Hardware Intel Xeon D-1623n - All All All

Operating System Intel Xeon D-1623n Firmware - All All All

Hardware Intel Xeon D-1627 - All All All

Operating System Intel Xeon D-1627 Firmware - All All All
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Operating System Intel Xeon D-1633n Firmware - All All All

Hardware Intel Xeon D-1637 - All All All

Operating System Intel Xeon D-1637 Firmware - All All All

Hardware Intel Xeon D-1649n - All All All

Operating System Intel Xeon D-1649n Firmware - All All All

Hardware Intel Xeon D-1653n - All All All

Operating System Intel Xeon D-1653n Firmware - All All All

Hardware Intel Xeon D-1702 - All All All

Operating System Intel Xeon D-1702 Firmware - All All All

Hardware Intel Xeon D-1712tr - All All All

Operating System Intel Xeon D-1712tr Firmware - All All All

Hardware Intel Xeon D-1713nt - All All All

Hardware Intel Xeon D-1713nte - All All All

Operating System Intel Xeon D-1713nte Firmware - All All All

Operating System Intel Xeon D-1713nt Firmware - All All All

Hardware Intel Xeon D-1714 - All All All

Operating System Intel Xeon D-1714 Firmware - All All All

Hardware Intel Xeon D-1715ter - All All All

Operating System Intel Xeon D-1715ter Firmware - All All All

Hardware Intel Xeon D-1718t - All All All

Operating System Intel Xeon D-1718t Firmware - All All All

Hardware Intel Xeon D-1722ne - All All All

Operating System Intel Xeon D-1722ne Firmware - All All All

Hardware Intel Xeon D-1726 - All All All

Operating System Intel Xeon D-1726 Firmware - All All All

Hardware Intel Xeon D-1732te - All All All

Operating System Intel Xeon D-1732te Firmware - All All All

Hardware Intel Xeon D-1733nt - All All All

Operating System Intel Xeon D-1733nt Firmware - All All All

Hardware Intel Xeon D-1734nt - All All All

Operating System Intel Xeon D-1734nt Firmware - All All All

Hardware Intel Xeon D-1735tr - All All All

Operating System Intel Xeon D-1735tr Firmware - All All All

Hardware Intel Xeon D-1736 - All All All

Hardware Intel Xeon D-1736nt - All All All
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Hardware Intel Xeon D-1736nt - All All All

Operating System Intel Xeon D-1736nt Firmware - All All All

Operating System Intel Xeon D-1736 Firmware - All All All

Hardware Intel Xeon D-1739 - All All All

Operating System Intel Xeon D-1739 Firmware - All All All

Hardware Intel Xeon D-1746ter - All All All

Operating System Intel Xeon D-1746ter Firmware - All All All

Hardware Intel Xeon D-1747nte - All All All

Operating System Intel Xeon D-1747nte Firmware - All All All

Hardware Intel Xeon D-1748te - All All All

Operating System Intel Xeon D-1748te Firmware - All All All

Hardware Intel Xeon D-1749nt - All All All

Operating System Intel Xeon D-1749nt Firmware - All All All
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Operating System Intel Xeon D-2173it Firmware - All All All

Hardware Intel Xeon D-2177nt - All All All
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Hardware Intel Xeon D-2183it - All All All
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Operating System Intel Xeon D-2183it Firmware - All All All
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