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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Qualcomm Apqg8009 - All All All
Qualcomm Apqg8009 Firmware - All All All
Qualcomm Ar8031 - All All All
Qualcomm Ar8031 Firmware - All All All
Qualcomm Csra6620 - All All All
Qualcomm Csra6620 Firmware - All All All
Qualcomm Csra6640 - All All All
Qualcomm Csra6640 Firmware - All All All
Qualcomm Msm8108 - All All All
Qualcomm Msm8108 Firmware - All All All
Qualcomm Msm8208 - All All All
Qualcomm Msm8208 Firmware - All All All
Qualcomm Msm8209 - All All All
Qualcomm Msm8209 Firmware - All All All
Qualcomm Msm8608 - All All All
Qualcomm Msm8608 Firmware - All All All
Qualcomm Qca6310 - All All All


https://cve.report/
https://cve.report/CVE-2022-33255/mitre
https://cve.report/CVE-2022-33255/nist
https://cve.report/CVE-2022-33255/cve_org
https://cve.report/CVE-2022-33255.pdf
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8208
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8208_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8608
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8608_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6421
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6421_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6426
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6426_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6431
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6431_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6436
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6436_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcc5100
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcc5100_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm6125
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm6125_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9011
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9011_firmware
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Qrb5165 Firmware
Qualcomm215
Qualcomm?215 Firmware
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Sa6145p Firmware
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Sa6150p Firmware
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Sa8150p Firmware

Sa8155

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9012
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9012_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9074
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9074_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs405
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs405_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs410
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs410_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs605
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs605_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs610
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs610_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs6125
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs6125_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165m
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165m_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165n
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165n_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qrb5165_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qualcomm215
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qualcomm215_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6145p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6145p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6150p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6150p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6155
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6155p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6155p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa6155_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8145p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8145p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8150p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8150p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8155
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8155p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8155p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8155_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8195p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sa8195p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd205
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd205_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd210
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd210_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd429
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd429_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd439
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd439_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd625
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd625_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd626
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd626_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd660
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd660_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd835
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd835_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd845
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd845_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd865_5g
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd865_5g_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd870
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd870_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdm429w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdm429w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55m
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdx55m_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdxr1
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdxr1_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdxr2_5g
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sdxr2_5g_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/sd_8_gen1_5g
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9385
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcd9385_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3610
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3610_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3615
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3615_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3620
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3620_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3660b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3660b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3680_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3950
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3950_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3980

Operating System Qualcomm Wcn3980 Firmware - All All All
Hardware Qualcomm Wcn3988 - All All All
Operating System Qualcomm Wcn3988 Firmware - All All All
Hardware Qualcomm Wcn3990 - All All All
Operating System Qualcomm Wcn3990 Firmware - All All All
Hardware Qualcomm Wcn3998 - All All All
Operating System Qualcomm Wcn3998 Firmware - All All All
Hardware Qualcomm Wcn6850 - All All All
Operating System Qualcomm Wcn6850 Firmware - All All All
Hardware Qualcomm Wcn6851 - All All All
Operating System Qualcomm Wcn6851 Firmware - All All All
Hardware Qualcomm Wcn6855 - All All All
Operating System Qualcomm Wcn6855 Firmware - All All All
Hardware Qualcomm Wcn6856 - All All All
Operating System Qualcomm Wcn6856 Firmware - All All All
Hardware Qualcomm Wcen7850 - All All All
Operating System Qualcomm Wen7850 Firmware - All All All
Hardware Qualcomm Wcen7851 - All All All
Operating System Qualcomm Wen7851 Firmware - All All All
Hardware Qualcomm Wsa8810 - All All All
Operating System Qualcomm Wsa8810 Firmware - All All All
Hardware Qualcomm Wsa8815 - All All All
Operating System Qualcomm Wsa8815 Firmware - All All All
Hardware Qualcomm Wsa8830 - All All All
Operating System Qualcomm Wsa8830 Firmware - All All All
Hardware Qualcomm Wsa8835 - All All All
Operating System Qualcomm Wsa8835 Firmware - All All All
Reference Source Link Tags

Qualcomm Documentation MISC www.qualcomm.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3980_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3988
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3988_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3990
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3990_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn3998_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6850
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6850_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6851
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6851_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6855
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6855_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6856
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn6856_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7850
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7850_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7851
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wcn7851_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8830
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8830_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8835
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8835_firmware
https://www.qualcomm.com/company/product-security/bulletins/january-2023-bulletin
https://www.cve.org/CVERecord?id=CVE-2022-33255
https://nvd.nist.gov/vuln/detail/CVE-2022-33255

Legacy QID Mappings

610462 Google Android Devices January 2023 Security Patch Missing

610468 Google Android February 2023 Security Patch Missing for Huawei EMUI
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