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CVE CVE-2022-33275
State PUBLIC
Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-05 07:15:00 UTC
Updated 2023-09-08 16:44:00 UTC
Description Memory corruption due to improper validation of array index in WLAN HAL when received Im_itemNum is out of range.

Risk And Classification

Problem Types: CWE-129

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm 315 5g lot Modem - All All All
Operating System  Qualcomm 315 5g lot Modem Firmware - All All All
Hardware Qualcomm  Apg5053-aa - All All All
Operating System  Qualcomm  Apg5053-aa Firmware - All All All
Hardware Qualcomm  Aqt1000 - All All All
Operating System  Qualcomm  Aqt1000 Firmware - All All All
Hardware Qualcomm  Ar8035 - All All All
Operating System  Qualcomm  Ar8035 Firmware - All All All
Hardware Qualcomm  Ar9380 - All All All
Operating System  Qualcomm  Ar9380 Firmware - All All All
Hardware Qualcomm  Csr8811 - All All All
Operating System  Qualcomm  Csr8811 Firmware - All All All
Hardware Qualcomm  Csra6620 - All All All
Operating System  Qualcomm  Csra6620 Firmware - All All All
Hardware Qualcomm  Csra6640 - All All All
Operating System  Qualcomm  Csra6640 Firmware - All All All
Hardware Qualcomm  Csrb31024 - All All All
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