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CVE-2022-33322

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

assauvancLpanursceuiian Gertain versions of Ma-ew85s-e from Mitsubishielectric contain the
following vulnerability:

Cross-site scripting vulnerability in Mitsubishi Electric consumer
electronics products (Air Conditioning, Wi-Fi Interface, Refrigerator,
HEMS adapter, Remote control with Wi-Fi Interface, BATHROOM
THERMO VENTILATOR, Rice cooker, Mitsubishi Electric HEMS
control adapter, Energy Recovery Ventilator, Smart Switch and Air
Purifier) allows a remote unauthenticated attacker to execute an malicious script on a user's
browser to disclose information, etc. The wide range of models/versions of Mitsubishi Electric
consumer electronics products are affected by this vulnerability. As for the affected product
models/versions, see the Mitsubishi Electric's advisory which is listed in [References] section.

CVE-2022-33322 has been assigned by () Mitsubishielectric.Psirt@yd.MitsubishiElectric.co.jp to track the vulnerability - currently rated
as severity.

CVSS3 Score: _

Attack Attack Privileges User

Vector Complexity Required Interaction

NETWORK Low [ NONE |

Scope Confidentiality Integrity Availability

Impact Impact Impact

[ NONE |

CVE References

Description Tags Link
www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-
011_en.pdf

JVNVU#96767562: —EBHHURERRICHSITS (D) MISC jvn.jp/vu/lJVNVU96767562/index.html

EHOMESEHE
A MISC



https://cve.report/
https://cve.report/CVE-2022-33322/mitre
https://cve.report/CVE-2022-33322/nist
https://cve.report/CVE-2022-33322/cve_org
https://cve.report/CVE-2022-33322.pdf
http://cve.report/software/mitsubishielectric/ma-ew85s-e
http://cve.report/vendor/mitsubishielectric
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2022-33322/a83fda36
https://jvn.jp/vu/JVNVU96767562/index.html

application/pdf

www.mitsubishielectric.co.jp/psirt/vulnerability/pdf/2022-

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Ma-ew85s-e Firmware
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Ma-ew85s-uk Firmware

Mac-507if-e

Mac-507if-e Firmware

Mac-587if-e

Mac-587if-e Firmware

Mac-587if2-e

Mac-587if2-e Firmware

Mac-588if-e

Mac-588if-e Firmware
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Mfz-xt50/60vfk Firmware
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Msz-ap15/20/25/35/42/50/60/71vgk-et2 Firmware
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Msz-ap22/25/35/42/50/60/71/80vgkd-a2 Firmware

Msz-ap22/25/35/42/50/61/70/80vgkd-al
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http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ay25/35/42/50vgkp-e6
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ay25/35/42/50vgkp-e6_firmware
https://device.report/mitsubishielectric/msz-ay25-35-42-50vgkp-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ay25/35/42/50vgkp-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ay25/35/42/50vgkp-er1_firmware
https://device.report/mitsubishielectric/msz-ay25-35-42-50vgkp-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ay25/35/42/50vgkp-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ay25/35/42/50vgkp-et1_firmware
https://device.report/mitsubishielectric/msz-ay25-35-42-50vgkp-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ay25/35/42/50vgkp-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ay25/35/42/50vgkp-sc1_firmware
https://device.report/mitsubishielectric/msz-bt20-25-35-50vgk-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-e1_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-e2
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Msz-bt20/25/35/50vgk-e2 Firmware

Msz-bt20/25/35/50vgk-e3

Msz-bt20/25/35/50vgk-e3 Firmware

Msz-bt20/25/35/50vgk-er1

Msz-bt20/25/35/50vgk-er1 Firmware

Msz-bt20/25/35/50vgk-er2

Msz-bt20/25/35/50vgk-er2 Firmware

Msz-bt20/25/35/50vgk-et1

Msz-bt20/25/35/50vgk-et1 Firmware

Msz-bt20/25/35/50vgk-et2

Msz-bt20/25/35/50vgk-et2 Firmware

Msz-bt20/25/35/50vgk-et3

Msz-bt20/25/35/50vgk-et3 Firmware

Msz-ef18/22/25/35/42/50vgkb-e1

Msz-ef18/22/25/35/42/50vgkb-e1 Firmware

Msz-ef18/22/25/35/42/50vgkb-e2

Msz-ef18/22/25/35/42/50vgkb-e2 Firmware

Msz-ef18/22/25/35/42/50vgks-e1

Msz-ef18/22/25/35/42/50vgks-e1 Firmware

Msz-ef18/22/25/35/42/50vgks-e2

Msz-ef18/22/25/35/42/50vgks-e2 Firmware

Msz-ef18/22/25/35/42/50vgkw-e

Msz-ef18/22/25/35/42/50vgkw-e1 Firmware

Msz-ef18/22/25/35/42/50vgkw-e2

Msz-ef18/22/25/35/42/50vgkw-e2 Firmware
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https://device.report/mitsubishielectric/msz-bt20-25-35-50vgk-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-e2_firmware
https://device.report/mitsubishielectric/msz-bt20-25-35-50vgk-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-e3_firmware
https://device.report/mitsubishielectric/msz-bt20-25-35-50vgk-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-er1_firmware
https://device.report/mitsubishielectric/msz-bt20-25-35-50vgk-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-er2_firmware
https://device.report/mitsubishielectric/msz-bt20-25-35-50vgk-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-et1_firmware
https://device.report/mitsubishielectric/msz-bt20-25-35-50vgk-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-et2_firmware
https://device.report/mitsubishielectric/msz-bt20-25-35-50vgk-et3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-et3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-bt20/25/35/50vgk-et3_firmware
https://device.report/mitsubishielectric/msz-ef18-22-25-35-42-50vgkb-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgkb-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgkb-e1_firmware
https://device.report/mitsubishielectric/msz-ef18-22-25-35-42-50vgkb-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgkb-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgkb-e2_firmware
https://device.report/mitsubishielectric/msz-ef18-22-25-35-42-50vgks-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgks-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgks-e1_firmware
https://device.report/mitsubishielectric/msz-ef18-22-25-35-42-50vgks-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgks-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgks-e2_firmware
https://device.report/mitsubishielectric/msz-ef18-22-25-35-42-50vgkw-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgkw-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgkw-e1_firmware
https://device.report/mitsubishielectric/msz-ef18-22-25-35-42-50vgkw-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgkw-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef18/22/25/35/42/50vgkw-e2_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkb-a1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-a1
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Msz-ef22/25/35/42/50vgkb-al Firmware

Msz-ef22/25/35/42/50vgkb-er1

Msz-ef22/25/35/42/50vgkb-er1 Firmware

Msz-ef22/25/35/42/50vgkb-er2

Msz-ef22/25/35/42/50vgkb-er2 Firmware

Msz-ef22/25/35/42/50vgkb-et1

Msz-ef22/25/35/42/50vgkb-et1 Firmware

Msz-ef22/25/35/42/50vgkb-et2

Msz-ef22/25/35/42/50vgkb-et2 Firmware

Msz-ef22/25/35/42/50vgks-ai

Msz-ef22/25/35/42/50vgks-al Firmware

Msz-ef22/25/35/42/50vgks-er1

Msz-ef22/25/35/42/50vgks-er1 Firmware

Msz-ef22/25/35/42/50vgks-er2

Msz-ef22/25/35/42/50vgks-er2 Firmware

Msz-ef22/25/35/42/50vgks-et1

Msz-ef22/25/35/42/50vgks-et1 Firmware

Msz-ef22/25/35/42/50vgks-et2

Msz-ef22/25/35/42/50vgks-et2 Firmware

Msz-ef22/25/35/42/50vgkw-a1

Msz-ef22/25/35/42/50vgkw-ai Firmware

Msz-ef22/25/35/42/50vgkw-er1

Msz-ef22/25/35/42/50vgkw-er1 Firmware

Msz-ef22/25/35/42/50vgkw-er2

Msz-ef22/25/35/42/50vgkw-er2 Firmware

Msz-ef22/25/35/42/50vgkw-et1

Mg7-ef22/25/35/42/50vakw-et1 Firmware
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http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-a1_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkb-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-er1_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkb-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-er2_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkb-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-et1_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkb-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkb-et2_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgks-a1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-a1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-a1_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgks-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-er1_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgks-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-er2_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgks-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-et1_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgks-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgks-et2_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkw-a1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-a1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-a1_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkw-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-er1_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkw-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-er2_firmware
https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkw-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-et1_firmware
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Msz-ef22/25/35/42/50vgkw-et2

Msz-ef22/25/35/42/50vgkw-et2 Firmware
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Msz-exa09/12vak Firmware
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Msz-eza09/12vak Firmware

Msz-ft25/35/50vgk-e1

Msz-ft25/35/50vgk-e1 Firmware

Msz-1t25/35/50vgk-e2

Msz-ft25/35/50vgk-e2 Firmware

Msz-ft25/35/50vgk-et1

Msz-ft25/35/50vgk-et1 Firmware

Msz-1t25/35/50vgk-sc1

Msz-ft25/35/50vgk-sc1 Firmware

Msz-ft25/35/50vgk-sc2

Msz-ft25/35/50vgk-sc2 Firmware
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Msz-gzy09/12/18vfk Firmware
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Msz-hr25/35/42/50vfk-e6 Firmware

Msz-hr25/35/42/50/60/71vfk-e1

Msz-hr25/35/42/50/60/71vfk-e1 Firmware

Msz-hr25/35/42/50/60/71vfk-er1

Msz-hr25/35/42/50/60/71vfk-er1 Firmware

Msz-hr25/35/42/50/60/71vfk-et1

Msz-hr25/35/42/50/60/71vtk-et1 Firmware
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https://device.report/mitsubishielectric/msz-ef22-25-35-42-50vgkw-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ef22/25/35/42/50vgkw-et2_firmware
https://device.report/mitsubishielectric/msz-exa09-12vak
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-exa09/12vak
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-exa09/12vak_firmware
https://device.report/mitsubishielectric/msz-eza09-12vak
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-eza09/12vak
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-eza09/12vak_firmware
https://device.report/mitsubishielectric/msz-ft25-35-50vgk-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-e1_firmware
https://device.report/mitsubishielectric/msz-ft25-35-50vgk-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-e2_firmware
https://device.report/mitsubishielectric/msz-ft25-35-50vgk-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-et1_firmware
https://device.report/mitsubishielectric/msz-ft25-35-50vgk-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-sc1_firmware
https://device.report/mitsubishielectric/msz-ft25-35-50vgk-sc2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-sc2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ft25/35/50vgk-sc2_firmware
https://device.report/mitsubishielectric/msz-gzy09-12-18vfk
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-gzy09/12/18vfk
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-gzy09/12/18vfk_firmware
https://device.report/mitsubishielectric/msz-hr25-35-42-50vfk-e6
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-hr25/35/42/50vfk-e6
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-hr25/35/42/50vfk-e6_firmware
https://device.report/mitsubishielectric/msz-hr25-35-42-50-60-71vfk-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-hr25/35/42/50/60/71vfk-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-hr25/35/42/50/60/71vfk-e1_firmware
https://device.report/mitsubishielectric/msz-hr25-35-42-50-60-71vfk-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-hr25/35/42/50/60/71vfk-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-hr25/35/42/50/60/71vfk-er1_firmware
https://device.report/mitsubishielectric/msz-hr25-35-42-50-60-71vfk-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-hr25/35/42/50/60/71vfk-et1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-hr25/35/42/50/60/71vfk-et1_firmware
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Msz-In18/25/35/50vg2w-sc1 Firmware

Msz-In18/25/35/50/60vg2b-e2

Msz-In18/25/35/50/60vg2b-e2 Firmware

Msz-In18/25/35/50/60vg2b-e3

Msz-In18/25/35/50/60vg2b-e3 Firmware

Msz-In18/25/35/50/60vg2r-e2

Msz-In18/25/35/50/60vg2r-e2 Firmware

Msz-In18/25/35/50/60vg2r-e3

Msz-In18/25/35/50/60vg2r-e3 Firmware

Msz-In18/25/35/50/60vg2v-e2
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Msz-In18/25/35/50/60vg2w-e2

Msz-In18/25/35/50/60vg2w-e2 Firmware

Msz-In18/25/35/50/60vg2w-e3

Msz-In18/25/35/50/60vg2w-e3 Firmware

Msz-In18/25/35/50/60vg2w-er2

Msz-In18/25/35/50/60vg2w-er2 Firmware

Msz-In18/25/35/50/60vg2w-et2

Msz-In18/25/35/50/60vg2w-et2 Firmware
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https://device.report/mitsubishielectric/msz-ky09-12-18vfk
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ky09/12/18vfk
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ky09/12/18vfk_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50vg2w-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50vg2w-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50vg2w-sc1_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2b-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2b-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2b-e2_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2b-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2b-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2b-e3_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2r-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2r-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2r-e2_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2r-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2r-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2r-e3_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2v-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2v-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2v-e2_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2v-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2v-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2v-e3_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2w-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2w-e2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2w-e2_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2w-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2w-e3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2w-e3_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2w-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2w-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2w-er2_firmware
https://device.report/mitsubishielectric/msz-ln18-25-35-50-60vg2w-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2w-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln18/25/35/50/60vg2w-et2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50vg2b-en2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2b-en2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2b-en2_firmware
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Msz-In25/35/50vg2v-en2

Msz-In25/35/50vg2v-en2 Firmware

Msz-In25/35/50vg2v-sc

Msz-In25/35/50vg2v-sc1 Firmware

Msz-In25/35/50vg2w-en2

Msz-In25/35/50vg2w-en2 Firmware

Msz-In25/35/50/60vg2b-a2

Msz-In25/35/50/60vg2b-a2 Firmware

Msz-In25/35/50/60vg2b-er2

Msz-In25/35/50/60vg2b-er2 Firmware

Msz-In25/35/50/60vg2b-er3

Msz-In25/35/50/60vg2b-er3 Firmware

Msz-In25/35/50/60vg2b-et2

Msz-In25/35/50/60vg2b-et2 Firmware

Msz-In25/35/50/60vg2b-et3

Msz-In25/35/50/60vg2b-et3 Firmware

Msz-In25/35/50/60vg2r-a2

Msz-In25/35/50/60vg2r-a2 Firmware
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Msz-In25/35/50/60vg2r-er2 Firmware
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https://device.report/mitsubishielectric/msz-ln25-35-50vg2b-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2b-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2b-sc1_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50vg2r-en2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2r-en2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2r-en2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50vg2r-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2r-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2r-sc1_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50vg2v-en2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2v-en2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2v-en2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50vg2v-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2v-sc1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2v-sc1_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50vg2w-en2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2w-en2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50vg2w-en2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2b-a2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-a2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-a2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2b-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-er2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2b-er3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-er3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-er3_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2b-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-et2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-et2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2b-et3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-et3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2b-et3_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2r-a2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2r-a2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2r-a2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2r-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2r-er2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2r-er2_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2r-er3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2r-er3
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Msz-In25/35/50/60vg2r-er3 Firmware

Msz-In25/35/50/60vg2r-et2

Msz-In25/35/50/60vg2r-et2 Firmware

Msz-In25/35/50/60vg2r-et3

Msz-In25/35/50/60vg2r-et3 Firmware

Msz-In25/35/50/60vg2v-a2

Msz-In25/35/50/60vg2v-a2 Firmware

Msz-In25/35/50/60vg2v-er2

Msz-In25/35/50/60vg2v-er2 Firmware

Msz-In25/35/50/60vg2v-er3

Msz-In25/35/50/60vg2v-er3 Firmware

Msz-In25/35/50/60vg2v-et2

Msz-In25/35/50/60vg2v-et2 Firmware

Msz-In25/35/50/60vg2v-et3

Msz-In25/35/50/60vg2v-et3 Firmware

Msz-In25/35/50/60vg2w-er3

Msz-In25/35/50/60vg2w-er3 Firmware

Msz-In25/35/50/60vg2w-et3

Msz-In25/35/50/60vg2w-et3 Firmware

Msz-rw25/35/50vg-e1

Msz-rw25/35/50vg-e1 Firmware

Msz-rw25/35/50vg-er1

Msz-rw25/35/50vg-er1 Firmware

Msz-rw25/35/50vg-et1

Msz-rw25/35/50vg-et1 Firmware
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http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2v-et3_firmware
https://device.report/mitsubishielectric/msz-ln25-35-50-60vg2w-er3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2w-er3
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http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-ln25/35/50/60vg2w-et3_firmware
https://device.report/mitsubishielectric/msz-rw25-35-50vg-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-rw25/35/50vg-e1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-rw25/35/50vg-e1_firmware
https://device.report/mitsubishielectric/msz-rw25-35-50vg-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-rw25/35/50vg-er1
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-rw25/35/50vg-er1_firmware
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http://cve.report/vendor/mitsubishielectric
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http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/msz-rw25/35/50vg-et1_firmware
https://device.report/mitsubishielectric/msz-rw25-35-50vg-sc1
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Mitsubishielectric

Mitsubishielectric

Mitsubishielectric

Mitsubishielectric

Mitsubishielectric

Mitsubishielectric

Mitsubishielectric

Msz-rw25/35/50vg-sc1 Firmware

Msz-wx18/20/25vfk

Msz-wx18/20/25vfk Firmware

Msz-zy09/12/18vfk

Msz-zy09/12/18vfk Firmware

S-mac-002if

S-mac-002if Firmware

ak kK kKK LKk,

cpe:2.3:0:mitsubishielectric:ma-ew85s-uk_firmware:*:*:*:*:*:*:*:*:

e_akakuakokLkuk ok,

cpe:2.3:h:mitsubishielectric:mac-507if-e:-:*****:*:*:

a_ekuk kKoK kLK,

cpe:2.3:h:mitsubishielectric:mac-587if2-e:-*:*:*:* **:*:

dkak kR ok Rk k.

cpe:2.3:0:mitsubishielectric:mac-587if2-e_firmware:*:*:*:***:*:*:

e_akakak kKR k.

cpe:2.3:h:mitsubishielectric:mac-588if-e:-:*:***:**:*:

KKk kKK KLk,

cpe:2.3:0:mitsubishielectric:mac-588if-e_firmware:*:*:*:*:*:*:*:*:

LRk kR kR Rk,

cpe:2.3:0:mitsubishielectric:mfz-xt50V60vTk_firmware:*:*:*:**:*:*:*:

e_akak kKoK kK,

cpe:2.3:h:mitsubishielectric:msxy-fp05v/07V10V13V18V20V24vgk-sg1:-
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http://cve.report/software/mitsubishielectric/msz-rw25/35/50vg-sc1_firmware
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cpe:2.3:0:mitsubishielectric:msz-ay25V35V42V/50vgk-er1_firmware:™:*:*:*:*:*:*:*:

cpe:2.3:h:mitsubishielectric:msz-ay25V/35V42V/50vgk-et1 :-:*: "

cpe:2.3:0:mitsubishielectric:msz-ay25V/35V42V/50vgk-et1_firmware:*:*:*:*:*:*:*:*:

cpe:2.3:0:mitsubishielectric:msz-ay25V/35V42V50vgkp-sc1_firmware: :*:*:*:*:**:*:

cpe:2.3:h:mitsubishielectric:msz-bt20V25V35V50vgk-e1:-:* ™






e_akukuk oKk kK,

cpe:2.3:h:mitsubishielectric:msz-exa09V12vak:-:*:*:***:*:*:

Kk koK koK Kk,

cpe:2.3:0:mitsubishielectric:msz-exa09V12vak_firmware:*:*:*:*:*:*:*:*:

e_akak kKK kK,

cpe:2.3:h:mitsubishielectric:msz-eza09V12vak:-*:*:***:**:

Kk ok ok koK Kk,

cpe:2.3:0:mitsubishielectric:msz-ft25/35V50vgk-e1_firmware:*:*:*:*:*:*:*:*:

cne? 3-h mitsiihishielectric:ms7-ft2R\/38\/50vak-@2 - * ¥ > -* x k..



B T T T T I L

dkakuk Lk ak kK ak,

cpe:2.3:0:mitsubishielectric:msz-ft25V35V50vgk-sc2_firmware:™:*:*:*:*:*:*:*:

e_ekakukokakukok.

cpe:2.3:h:mitsubishielectric:msz-gzy09V12V18vfk:-* " "

dkk ok ak kR kR,

cpe:2.3:0:mitsubishielectric:msz-ky09V12V18vfk_firmware:™:*:*:*:*:*:*:*:

cpe:2.3:h:mitsubishielectric:msz-In18V25V35V50vg2w-sc1 - "



cpe:2.3:0:mitsubishielectric:msz-In25V35V50vg2r-en2_firmware:™:*:*:*:*:*:*:*:

cpe:2.3:h:mitsubishielectric:msz-In25V35V50vg2r-sc - * "

cpe:2.3:0:mitsubishielectric:msz-In25V35V50vg2r-sci1_firmware:*:*:*:*:**:*:*:

cpe:2.3:0:mitsubishielectric:msz-In25V35V50vg2v-en2_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:mitsubishielectric:msz-In25V35V50vg2v-sc1 -

cpe:2.3:0:mitsubishielectric:msz-In25V35V50vg2v-sc1_firmware: :*:*:*:*:**:*:

cpe:2.3:h:mitsubishielectric:msz-In25V35V50vg2w-en2:-*:***:**:*:

LA A Lttt Ll ARIARIEALIAA AL Ak ke ke e






cpe:2.3:h:mitsubishielectric:msz-rw25V/35V50vg-er1 - "%

cpe:2.3:0:mitsubishielectric:msz-rw25V/35V50vg-er1_firmware:™:*:*:*:*:*:*:*:

cpe:2.3:h:mitsubishielectric:msz-rw25V/35V50vg-et1 - %" "

cpe:2.3:0:mitsubishielectric:msz-rw25V/35V50vg-et1_firmware: :*:*:*:*:*:*:*:

cpe:2.3:h:mitsubishielectric:s-mac-002if:-:*:*:**:*:*:*:

cpe:2.3:0:mitsubishielectric:s-mac-002if_firmware: :*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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