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CVE CVE-2022-33749
State PUBLIC
Assigner security@xen.org

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2022-10-11 13:15:00 UTC
Updated 2024-02-04 08:15:00 UTC
Description XAPI open file limit DoS It is possible for an unauthenticated client on the network to cause XAPI to hit its file-descriptor limi
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Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Xen Xapi All All

Edition Language

All All

References

Reference Source Link Tags

Xen: Multiple Vulnerabilities (GLSA 202402-07) — Gentoo security security.gentoo.org

oss-security - Xen Security Advisory 413 v2 (CVE-2022-33749) - XAPI open file limit DoS ~ MLIST www.openwall.com
xenbits.xenproject.org/xsa/advisory-413.ixt MISC xenbits.xenproject.org

XSA-413 - Xen Security Advisories CONFIRM  xenbits.xen.org

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ¢
(| s

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502600 Alpine Linux Security Update for xen

503143 Alpine Linux Security Update for xen
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https://cve.report/CVE-2022-33749/mitre
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https://cve.report/CVE-2022-33749/cve_org
https://cve.report/CVE-2022-33749.pdf
http://cve.report/vendor/xen
http://cve.report/software/xen/xapi
https://security.gentoo.org/glsa/202402-07
http://www.openwall.com/lists/oss-security/2022/10/11/4
https://xenbits.xenproject.org/xsa/advisory-413.txt
http://xenbits.xen.org/xsa/advisory-413.html
https://www.cve.org/CVERecord?id=CVE-2022-33749
https://nvd.nist.gov/vuln/detail/CVE-2022-33749
http://cve.report/qid/502600
http://cve.report/qid/503143

5U36Y5 Alpine Linux Security Update for xen
505964 Alpine Linux Security Update for xen

710858 Gentoo Linux Xen Multiple Vulnerabilities (GLSA 202402-07)
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