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Summary

CVE CVE-2022-33879

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-27 22:15:00 UTC

Updated 2022-10-28 13:53:00 UTC

Description The initial fixes in CVE-2022-30126 and CVE-2022-30973 for regexes in the StandardsExtractingContentHandler were insufficient, and we found a separate, new regex DoS in a different regex in the StandardsExtractingContentHandler. These are now fixed in 1.28.4 and 2.4.1.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tika All All All All

References

Reference Source Link

oss-security - CVE-2022-33879: Apache Tika: Incomplete fix and new regex DoS in StandardsExtractingContentHandler MLIST www.openwall.com

CVE-2022-33879 Apache Tika Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

lists.apache.org/thread/wfno8mf5nlcvbs78z93q9thgrm30wwfh MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: This incomplete fix was discovered and reported by the CodeQL team member
[@atorralba (Tony Torralba)](https://github.com/atorralba) and [@jarlob (Jaroslav
Lobačevski)](https://github.com/jarlob) from Github Security Lab. The new ReDos was
discovered by the Apache Tika team.
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There are currently no legacy QID mappings associated with this CVE.
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