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CVE CVE-2022-33903

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-07-17 23:15:00 UTC

Updated 2023-05-03 12:16:00 UTC

Description Tor 0.4.7 x before 0.4.7.8 allows a denial of servi

ce via the wedging of RTT estimation.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Update Edition Language

Application Torproject Tor All All All All

References
Reference Source
[tor-announce] Tor stable release 0.4.7.8 - Security Fix MISC
CVE-2022-33903 MISC
Tor: Multiple Vulnerabilities (GLSA 202305-11) — Gentoo security GENTOO
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Link Tags
lists.torproject.org
security-tracker.debian.org
security.gentoo.org

Wwww.cve.org canonical

nvd.nist.gov canonical, analysis

Legacy QID Mappings

184311 Debian Security Update for tor (CVE-2022-33903)

282888 Fedora Security Update for tor (FEDORA-2022-456b252727)

502391 Alpine Linux Security Update for tor

710727 Gentoo Linux Tor Multiple Vulnerabilities (GLSA 202305-11)
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