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Certain versions of Checkmk from Tribe29 contain the following
vulnerability:

A permission issue affects users that deployed the shipped version of
the Checkmk Debian package. Packages created by the agent bakery
(enterprise editions only) were not affected. Using the shipped version
of the agents, the maintainer scripts located at /var/lib/dpkg/info/ will be
owned by the user and the group with ID 1001. If such a user exists on

the system, they can change the content of these files (which are then executed by root). This
leads to a local privilege escalation on the monitored host. Version 1.6 through 1.6.9p29,
version 2.0 through 2.0.0p26, version 2.1 through 2.1.0p3, and version 2.2.0i1 are affected.
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CVE References

Description Tags Link

CVE-2022-33912 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2022-33912/mitre
https://cve.report/CVE-2022-33912/nist
https://cve.report/CVE-2022-33912/cve_org
https://cve.report/CVE-2022-33912.pdf
http://cve.report/software/tribe29/checkmk
http://cve.report/vendor/tribe29
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/


Description Tags Link

Fix ownership of debian maintainer scripts for shipped agent package checkmk.com

text/html

 MISC checkmk.com/werk/14098

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Tribe29 Checkmk 1.6.0 - All All

Application Tribe29 Checkmk 1.6.0 b1 All All

Application Tribe29 Checkmk 1.6.0 b10 All All

Application Tribe29 Checkmk 1.6.0 b12 All All

Application Tribe29 Checkmk 1.6.0 b3 All All

Application Tribe29 Checkmk 1.6.0 b4 All All

Application Tribe29 Checkmk 1.6.0 b5 All All

Application Tribe29 Checkmk 1.6.0 b9 All All

Application Tribe29 Checkmk 1.6.0 p1 All All

Application Tribe29 Checkmk 1.6.0 p10 All All

Application Tribe29 Checkmk 1.6.0 p11 All All

Application Tribe29 Checkmk 1.6.0 p12 All All

Application Tribe29 Checkmk 1.6.0 p13 All All

Application Tribe29 Checkmk 1.6.0 p14 All All

Application Tribe29 Checkmk 1.6.0 p15 All All

Application Tribe29 Checkmk 1.6.0 p16 All All

Application Tribe29 Checkmk 1.6.0 p19 All All

Application Tribe29 Checkmk 1.6.0 p2 All All

Application Tribe29 Checkmk 1.6.0 p20 All All

Application Tribe29 Checkmk 1.6.0 p21 All All

Application Tribe29 Checkmk 1.6.0 p22 All All

Application Tribe29 Checkmk 1.6.0 p23 All All

Application Tribe29 Checkmk 1.6.0 p24 All All

Application Tribe29 Checkmk 1.6.0 p25 All All

Application Tribe29 Checkmk 1.6.0 p26 All All

Application Tribe29 Checkmk 1.6.0 p27 All All
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Application Tribe29 Checkmk 1.6.0 p27 All All

Application Tribe29 Checkmk 1.6.0 p28 All All

Application Tribe29 Checkmk 1.6.0 p29 All All

Application Tribe29 Checkmk 1.6.0b10 All All All

Application Tribe29 Checkmk 1.6.0b11 All All All

Application Tribe29 Checkmk 2.0.0 - All All

Application Tribe29 Checkmk 2.0.0 b1 All All

Application Tribe29 Checkmk 2.0.0 b2 All All

Application Tribe29 Checkmk 2.0.0 b3 All All

Application Tribe29 Checkmk 2.0.0 b4 All All

Application Tribe29 Checkmk 2.0.0 b5 All All

Application Tribe29 Checkmk 2.0.0 b6 All All

Application Tribe29 Checkmk 2.0.0 b7 All All

Application Tribe29 Checkmk 2.0.0 b8 All All

Application Tribe29 Checkmk 2.0.0 p1 All All

Application Tribe29 Checkmk 2.0.0 p10 All All

Application Tribe29 Checkmk 2.0.0 p11 All All

Application Tribe29 Checkmk 2.0.0 p12 All All

Application Tribe29 Checkmk 2.0.0 p13 All All

Application Tribe29 Checkmk 2.0.0 p14 All All

Application Tribe29 Checkmk 2.0.0 p15 All All

Application Tribe29 Checkmk 2.0.0 p16 All All

Application Tribe29 Checkmk 2.0.0 p17 All All

Application Tribe29 Checkmk 2.0.0 p18 All All

Application Tribe29 Checkmk 2.0.0 p19 All All

Application Tribe29 Checkmk 2.0.0 p2 All All

Application Tribe29 Checkmk 2.0.0 p20 All All

Application Tribe29 Checkmk 2.0.0 p21 All All

Application Tribe29 Checkmk 2.0.0 p22 All All

Application Tribe29 Checkmk 2.0.0 p23 All All

Application Tribe29 Checkmk 2.0.0 p24 All All

Application Tribe29 Checkmk 2.0.0 p25 All All

Application Tribe29 Checkmk 2.0.0 p26 All All

Application Tribe29 Checkmk 2.1.0 b1 All All

Application Tribe29 Checkmk 2.1.0 b2 All All

Application Tribe29 Checkmk 2.1.0 b3 All All
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Application Tribe29 Checkmk 2.1.0 b4 All All

Application Tribe29 Checkmk 2.1.0 b5 All All

Application Tribe29 Checkmk 2.1.0 b6 All All

Application Tribe29 Checkmk 2.1.0 b7 All All

Application Tribe29 Checkmk 2.1.0 b8 All All

Application Tribe29 Checkmk 2.1.0 b9 All All

Application Tribe29 Checkmk 2.1.0 p1 All All

Application Tribe29 Checkmk 2.1.0 p2 All All

Application Tribe29 Checkmk 2.1.0 p3 All All

Application Tribe29 Checkmk 2.2.0 i1 All All

cpe:2.3:a:tribe29:checkmk:1.6.0:-:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:b1:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:b10:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:b12:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:b3:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:b4:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:b5:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:b9:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p1:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p10:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p11:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p12:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p13:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p14:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p15:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p16:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p19:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p2:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p20:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p21:*:*:*:*:*:*:
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cpe:2.3:a:tribe29:checkmk:1.6.0:p22:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p23:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p24:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p25:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p26:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p27:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p28:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0:p29:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0b10:*:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:1.6.0b11:*:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:-:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:b1:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:b2:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:b3:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:b4:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:b5:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:b6:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:b7:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:b8:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p1:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p10:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p11:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p12:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p13:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p14:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p15:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p16:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p17:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p18:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @CVEreport CVE-2022-33912 : A permission issue affects users that deployed the shipped version of the
Checkmk Debian package.… twitter.com/i/web/status/1…

2022-06-17
07:04:16

 @LinInfoSec Debian - CVE-2022-33912: checkmk.com/werk/14098 2022-06-17
15:01:58

cpe:2.3:a:tribe29:checkmk:2.0.0:p19:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p2:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p20:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p21:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p22:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p23:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p24:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p25:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.0.0:p26:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b1:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b2:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b3:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b4:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b5:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b6:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b7:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b8:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:b9:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:p1:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:p2:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.1.0:p3:*:*:*:*:*:*:

cpe:2.3:a:tribe29:checkmk:2.2.0:i1:*:*:*:*:*:*:

https://twitter.com/i/web/status/1537692588408545280
https://checkmk.com/werk/14098


← Previous ID Next ID→

@threatmeter
CVE-2022-33912 A permission issue affects users that deployed the shipped version of the Checkmk
Debian package. Pa… twitter.com/i/web/status/1…

2022-06-18
07:09:14

 @ch2500 This has become CVE-2022-33912 - check your installs, 1.6+ are affected checkmk.com/werk/14098
twitter.com/ch2500/status/…

2022-06-19
20:21:13

 /r/netcve CVE-2022-33912 2022-06-17
07:38:49
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