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Summary

CVE CVE-2022-33980

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-06 13:15:00 UTC

Updated 2022-12-08 03:19:00 UTC

Description Apache Commons Configuration performs variable interpolation, allowing properties to be dynamically evaluated and expanded. The standard format for interpolation is "${prefix:name}", where "prefix" is used to locate an instance of org.apache.commons.configuration2.interpol.Lookup that performs the interpolation. Starting with version 2.4 and continuing through 2.7, the set of default Lookup instances included interpolators that could result in arbitrary code execution or contact with remote servers. These lookups are: - "script" - execute expressions using the JVM script execution engine (javax.script) - "dns" - resolve dns records - "url" - load values from urls, including from remote servers Applications using the interpolation defaults in the affected versions may be vulnerable to remote code execution or unintentional contact with remote servers if untrusted configuration values are used. Users are recommended to upgrade to Apache Commons Configuration 2.8.0, which disables the problematic interpolators by default.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Commons Configuration All All All All

Operating System Debian Debian Linux 11.0 All All All

Application Netapp Snapcenter - All All All

References

Reference Source Link

oss-security - Multiple vulnerabilities in Jenkins plugins MLIST www.openwall.com

oss-security - CVE-2022-33980: Apache Commons Configuration insecure interpolation defaults MLIST www.openwall.com

CVE-2022-33980 Apache Commons Configuration Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

N/A CONFIRM lists.apache.org

Debian -- Security Information -- DSA-5290-1 commons-configuration2 DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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181254 Debian Security Update for commons-configuration2 (DSA 5290-1)

183406 Debian Security Update for commons-configuration2 (CVE-2022-33980)

241405 Red Hat Update for Satellite 6.13 (RHSA-2023:2097)

960924 Rocky Linux Security Update for Satellite (RLSA-2023:2097)
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