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Summary

CVE CVE-2022-34002

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-16 02:15:00 UTC

Updated 2022-09-19 18:54:00 UTC

Description The ‘document’ parameter of PDS Vista 7’s /application/documents/display.aspx page is vulnerable to a Local File Inclusion vulnerability which allows an low-privileged authenticated attacker to leak the configuration files and source code of the web application.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pdssoftware Pds Vista 7 All All All All

References

Reference Source Link

CVE-2022-34002 Personnel Data Systems (PDS) Vista 7 - Local File Inclusion - Vulnerability Research - Confluence MISC assura.atlassian.net

Managed Security and Cybersecurity Consulting Services | Assura Inc. MISC assurainc.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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