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CVE-2022-34033

Source: Mitre Source: NIST CVE.ORG Print: PDF %)
cssanvancLranunsueninas  Gertain versions of Htmldoc from Hitmldoc Project contain the foIIowing
: vulnerability:

HTMLDoc v1.9.15 was discovered to contain a heap overflow via
(write_header) /htmldoc/htmldoc/html.cxx:273.

CVE-2022-34033 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE [ NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH |
CVE References

Description Tags Link

Fix a crash bug with bogus text O MIsC

(Issue #426) - github.com/michaelrsweet/htmldoc/commit/ee778252faebb721afba5a081dd6ad7eaf20eef3
michaelrsweet/htmldoc@ee77825

- GitHub

AddressSanitizer: heap-buffer- ey €) MISC github.com/michaelrsweet/htmldoc/issues/425

overflow on (write_header) text/html

/htmldoc/htmldoc/html.cxx:273 -

Issue #425 -

michaelrsweet/htmldoc - GitHub

Fix a crash bug with empty titles ) MISC
(Issue #425) - =X github.com/michaelrsweet/htmldoc/commit/a0014be47d614220db111b360fb6170ef63937¢

michaelrsweet/htmldoc@a0014be
- GitHub
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https://cve.report/
https://cve.report/CVE-2022-34033/mitre
https://cve.report/CVE-2022-34033/nist
https://cve.report/CVE-2022-34033/cve_org
https://cve.report/CVE-2022-34033.pdf
http://cve.report/software/htmldoc_project/htmldoc
http://cve.report/vendor/htmldoc_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/michaelrsweet/htmldoc/commit/ee778252faebb721afba5a081dd6ad7eaf20eef3
https://github.com/michaelrsweet/htmldoc/issues/425
https://github.com/michaelrsweet/htmldoc/commit/a0014be47d614220db111b360fb6170ef6f3937e

DYy STICULY LISDT 1IN, YyUU lliay VT jcavilly W VLICPUIL WEUDSPAULE. VVE 11dVE PIUVIUCU LHEDT HTIND LU ULHITT WEUDILED VELaude LUIgy lliay Have inuiiiauvil uiat
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Related QID Numbers

184268 Debian Security Update for htmldoc (CVE-2022-34033)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Htmldoc Project Htmldoc 1.9.15 All All All

No vendor comments have been submitted for this CVE

Social Mentions
Source Title Posted (UTC)

@CVEreport  CVE-2022-34033 : HTMLDoc v1.9.15 was discovered to contain a heap overflow via write_header 2022-07-18

/htmldoc/htmldoc/html... twitter.com/i/web/status/1... 21:10:21
Potentially Critical CVE Detected! CVE-2022-34033 HTMLDoc v1.9.15 was discovered to contain a 2022-07-18
@Robo_Alerts heap overflow via (wr... twitter.com/i/web/status/1... 21:56:00
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