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Summary

CVE CVE-2022-34254

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-16 21:15:00 UTC

Updated 2023-11-07 03:48:00 UTC

Description Adobe Commerce versions 2.4.3-p2 (and earlier), 2.3.7-p3 (and earlier) and 2.4.4 (and earlier) are affected by an Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') vulnerability that could be abused by an attacker to inject malicious scripts into the vulnerable endpoint. A low privileged attacker could leverage this vulnerability to read local files and to perform Stored XSS. Exploitation of this issue does not require user interaction.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Commerce All All All All

Application Adobe Commerce 2.3.7 - All All

Application Adobe Commerce 2.3.7 p1 All All

Application Adobe Commerce 2.3.7 p2 All All

Application Adobe Commerce 2.3.7 p3 All All

Application Adobe Commerce 2.4.3 - All All

Application Adobe Commerce 2.4.3 p1 All All

Application Adobe Commerce 2.4.3 p2 All All

Application Adobe Commerce 2.4.4 - All All

Application Magento Magento All All All All

Application Magento Magento 2.3.7 - All All

Application Magento Magento 2.3.7 p1 All All

Application Magento Magento 2.3.7 p2 All All

Application Magento Magento 2.3.7 p3 All All

Application Magento Magento 2.4.3 - All All

Application Magento Magento 2.4.3 p1 All All

Application Magento Magento 2.4.3 p2 All All
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Application Magento Magento 2.4.3 p2 All All

Application Magento Magento 2.4.4 - All All

References

Reference Source Link Tags

Adobe Security Bulletin MISC helpx.adobe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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