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Summary

CVE CVE-2022-34293

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-08 16:15:00 UTC

Updated 2022-08-12 15:01:00 UTC

Description wolfSSL before 5.4.0 allows remote attackers to cause a denial of service via DTLS because a check for return-routability can be skipped.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wolfssl Wolfssl All All All All

References

Reference Source Link Tags

Release wolfSSL Release 5.4.0 (July 11, 2022) · wolfSSL/wolfssl · GitHub CONFIRM github.com

oss-security - wolfSSL 5.4.0 fixes CVE-2022-34293 and other issues MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182162 Debian Security Update for wolfssl (CVE-2022-34293)

502966 Alpine Linux Security Update for wolfssl

505832 Alpine Linux Security Update for wolfssl

690912 Free Berkeley Software Distribution (FreeBSD) Security Update for wolfssl (9b9a5f6e-1755-11ed-adef-589cfc01894a)
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