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Summary

CVE CVE-2022-34299

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-23 17:15:00 UTC

Updated 2022-06-29 22:13:00 UTC

Description There is a heap-based buffer over-read in libdwarf 0.4.0. This issue is related to dwarf_global_formref_b.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libdwarf Project Libdwarf 0.4.0 All All All

References

Reference Source Link Tags

heap overflow in dwarf_global_formref_b · Issue #119 · davea42/libdwarf-code · GitHub MISC github.com

Fixes old bug(which could result in Denial of Service) · davea42/libdwarf-code@7ef09e1 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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296108 Oracle Solaris 11.4 Support Repository Update (SRU) 66.164.1 Missing (CPUJAN2024)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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