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cssanvuacLpriumisucian  Gertain versions of Ideapad Y700-14isk from Lenovo contain the
’ following vulnerability:

A potential vulnerability in a driver used during manufacturing process
on the Ideapad Y700-14ISK that was mistakenly not deactivated may
allow an attacker with elevated privileges to modify secure boot setting
by modifying an NVRAM variable.

CVE-2022-3432 has been assigned by [N psirt@lenovo.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: [lj Lenovo - BIOS version = various

CVSS3 Score: 6.7 - MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low HiGH, [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
CVE References

Description Tags Link
Lenovo Notebook BIOS Vulnerabilities - Lenovo Support MISC support.lenovo.com/us/en/product_security/LEN-
us 94952

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Type Vendor Product Version Update Edition Language

Hardware &= A Lenovo Ideapad Y700-14isk - All All All
Operating Lenovo Ideapad Y700-14isk Firmware - All All All
System

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
Reported vulnerabilities — #CVE-2022-3430, #CVE-2022-3431, and #CVE-2022-3432 — affect 2022-11-09
@ESETresearch various Lenovo Yoga, IdeaPad... twitter.com/i/web/status/1... 09:47:01
Lastly, #CVE-2022-3432 relates to the BdsDxe DXE driver. This driver retrieves the value of the 2022-11-09
@ESETresearch “L05SecBootSmm” NVR... twitter.com/i/web/status/1... 09:47:07
F Potential Impact: Disable Secure Boot Severity: Higha CVE-2022-3430, CVE-2022-3431, CVE- 2022-11-09
@autumn_good_35 2022-3432 Lenovo Notebook... twitter.com/i/web/status/1... 11:08:38
"There's also a third flaw of similar nature, tracked as CVE-2022-3432, impacting only Ideapad 2022-11-10
@ohhara_shiojiri Y700-14ISK. Lenovo w... twitter.com/i/web/status/1... 02:16:34
@CVEreport CVE-2022-3432 : A potential vulnerability in a driver used during manufacturing process on the 2023-01-26
Ideapad Y700-14ISK t... twitter.com/i/web/status/1... 21:16:31
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