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CVE-2022-34491

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

The following vulnerability was found:

** REJECT ** DO NOT USE THIS CANDIDATE NUMBER. ConsultIDs: CVE-2022-29969.
Reason: This candidate is a duplicate of CVE-2022-29969. A typo caused the wrong ID to be
used. Notes: All CVE users should reference CVE-2022-29969 instead of this candidate. All
references and descriptions in this candidate have been removed to prevent accidental
usage.

CVE-2022-34491 has been assigned by [f] cve@mitre.org to track the vulnerability

CVE References

Description Tags Link

O MISC
gerrit.wikimedia.org/r/q/12f7827103bdee0ea766b1f5e7040e2a022fcd2f3

& T307028 XSS in Extension:RSS & MISC phabricator.wikimedia.org/T307028
when $wgRSSAllowLinkTag = true;

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

There are no known software configurations (CPEs) currently associated with this CVE

No vendor comments have been submitted for this CVE

Social Mentions
Source Title Posted (UTC)

@CVEreport CVE-2022-34491 : In the RSS extension for MediaWiki through 1.38.1, when the 2022-06-25


https://cve.report/
https://cve.report/CVE-2022-34491/mitre
https://cve.report/CVE-2022-34491/nist
https://cve.report/CVE-2022-34491/cve_org
https://cve.report/CVE-2022-34491.pdf
http://cve.report/glossary/common-cve-tag-descriptions/
https://gerrit.wikimedia.org/r/q/I2f7827103bdee0ea766b1f5e7040e2a022fcd2f3
https://phabricator.wikimedia.org/T307028
mailto:%20comment@cve.report

@Inceptus3
@LinInfoSec
@threatmeter
@3ackdOor
@CVEtrends
@Har_sia
@phpadvisories

@ /rinetcve

«— Previous ID

$wgRSSAllowLinkTag config variable was... twitter.com/i/web/status/1...

New Vulnerability: CVE-2022-34491 #InceptusSecure #UnderOurProtection

Mediawiki - CVE-2022-34491: phabricator.wikimedia.org/T307028

CVE-2022-34491 In the RSS extension for MediaWiki through 1.38.1, when the
$wgRSSAllowLinkTag config variable was s... twitter.com/i/web/status/1...

In the RSS extension for MediaWiki through 1.38.1 (CVE-2022-34491) #Security #0day #BugBounty
#vulnerabilities... twitter.com/i/web/status/1...

Top 3 trending CVEs on Twitter Past 24 hrs: CVE-2021-21551: 232.6K (audience size) CVE-2022-
34491: 128.5K CVE-2022... twitter.com/i/web/status/1...

CVE-2022-34491 har-sia.info/CVE-2022-34491... #Harsialnfo

CVE-2022-34491 | MediaWiki bis 1.38.1 RSS Extension wgRSSAllowLinkTag Cross Site Scripting
zpr.io/KPEXVyRQkzPG #phpsec
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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