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CVE CVE-2022-34716

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-08-09 20:15:00 UTC

Updated 2023-05-31 19:15:00 UTC

Description .NET Spoofing Vulnerability

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft .net All All All All

Application Microsoft .net Core All All All All

Application Microsoft Powershell All All All All

Reference Source Link Tags

.NET XML Signature Verification External Entity Injection = Packet Storm MISC packetstormsecurity.com

Security Update Guide - Microsoft Security Response Center N/A portal.msrc.microsoft.com

Security Update Guide - Microsoft Security Response Center MISC msrc.microsoft.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160038 Oracle Enterprise Linux Security Update for .net 6.0 (ELSA-2022-6043)

160042 Oracle Enterprise Linux Security Update for .net 6.0 (ELSA-2022-6058)
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160044 Oracle Enterprise Linux Security Update for .net core 3.1 (ELSA-2022-6057)

240605 Red Hat Update for .net 6.0 security (RHSA-2022:6043)

240606 Red Hat Update for .net 6.0 security (RHSA-2022:6038)

240608 Red Hat Update for .net core 3.1 security (RHSA-2022:6037)

240611 Red Hat Update for .net core 3.1 security (RHSA-2022:6057)

240612 Red Hat Update for .net 6.0 security (RHSA-2022:6058)

378972 Microsoft PowerShell Information Disclosure Vulnerability for August 2022

502477 Alpine Linux Security Update for dotnet6-build

502544 Alpine Linux Security Update for dotnet6-runtime

504681 Alpine Linux Security Update for dotnet6-build

504692 Alpine Linux Security Update for dotnet6-runtime

902718 Common Base Linux Mariner (CBL-Mariner) Security Update for powershell (10528)

904081 Common Base Linux Mariner (CBL-Mariner) Security Update for powershell (10528-1)

91933 Microsoft .NET Security Update for August 2022

940615 AlmaLinux Security Update for .NET (ALSA-2022:6058)

940616 AlmaLinux Security Update for .NET (ALSA-2022:6057)

940635 AlmaLinux Security Update for .NET (ALSA-2022:6043)

960293 Rocky Linux Security Update for .NET (RLSA-2022:6058)

960428 Rocky Linux Security Update for .NET (RLSA-2022:6057)
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