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cssanaancLrruumsuciial  Gertain versions of Tabit from Tabit contain the foIIowing vulnerability:

Tabit - arbitrary SMS send on Tabits behalf. The resend OTP API of
tabit allows an adversary to send messages on tabits behalf to anyone
registered on the system - the API receives the parameters: phone
number, and CustomMessage, We can use that API to craft malicious
messages to any user of the system. In addition, the API probably has
some kind of template injection potential. When entering {{OTP}} in the
custom message field it is formatted into an OTP.

CVE-2022-34771 has been assigned by /' cna@cyber.gov.il to track the vulnerability - currently rated as severity.

Affected Vendor/Software: ;' Tabit - Tabit version > 3.27.0

CVSSS3 Score: 35-LOW

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Tabit Tabit All All All All
Application Tabit Technologies Tabit All All All All
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