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/
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PUBLIC
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CVE Program / NVD first with legacy fallback
2022-11-1511:15:00 UTC

2023-11-07 03:51:00 UTC

A remote, unauthenticated attacker could cause a denial-of-service of PHOENIX CONTACT FL MGUARD and TC MGUAR

Risk And Classification

1|

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Vendor Product Version Update Edition Language
Phoenixcontact FI Mguard Centerport - All All All
Phoenixcontact FI Mguard Centerport Firmware All All All All
Phoenixcontact FI Mguard Centerport Vpn-1000 - All All All
Phoenixcontact FI Mguard Centerport Vpn-1000 Firmware All All All All
Phoenixcontact FI Mguard Core Tx - All All All
Phoenixcontact FI Mguard Core Tx Firmware All All All All
Phoenixcontact FI Mguard Core Tx Vpn - All All All
Phoenixcontact FI Mguard Core Tx Vpn Firmware All All All All
Phoenixcontact FI Mguard Delta Tx/tx - All All All
Phoenixcontact FI Mguard Delta Tx/tx Firmware All All All All
Phoenixcontact FI Mguard Delta Tx/tx Vpn - All All All
Phoenixcontact FI Mguard Delta Tx/tx Vpn Firmware All All All All
Phoenixcontact FI Mguard Gt/gt - All All All
Phoenixcontact FI Mguard Gt/gt Firmware All All All All
Phoenixcontact FI Mguard Gt/gt Vpn - All All All
Phoenixcontact FI Mguard Gt/gt Vpn Firmware All All All All
Phoenixcontact FI Mguard Pci4000 - All All All
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FI Mguard Pci4000 Firmware

FI Mguard Pci4000 Vpn

FI Mguard Pci4000 Vpn Firmware

FI Mguard Pcie4000

FI Mguard Pcie4000 Firmware

FI Mguard Pcie4000 Vpn

FI Mguard Pcie4000 Vpn Firmware

FI Mguard Rs2000 Tx/tx-b

FI Mguard Rs2000 Tx/tx-b Firmware

FI Mguard Rs2000 Tx/tx Vpn

FI Mguard Rs2000 Tx/tx Vpn Firmware
FI Mguard Rs2005 Tx Vpn

FI Mguard Rs2005 Tx Vpn Firmware
FI Mguard Rs4000 Tx/tx

FI Mguard Rs4000 Tx/tx-m

FI Mguard Rs4000 Tx/tx-m Firmware
FI Mguard Rs4000 Tx/tx-p

FI Mguard Rs4000 Tx/tx-p Firmware

FI Mguard Rs4000 Tx/tx Firmware

FI Mguard Rs4000 Tx/tx Vpn

FI Mguard Rs4000 Tx/tx Vpn Firmware
FI Mguard Rs4004 Tx/ditx

FI Mguard Rs4004 Tx/dtx Firmware

FI Mguard Rs4004 Tx/dix Vpn

FI Mguard Rs4004 Tx/dtx Vpn Firmware
FI Mguard Smart2

FI Mguard Smart2 Firmware

FI Mguard Smart2 Vpn

FI Mguard Smart2 Vpn Firmware

Tc Mguard Rs2000 3g Vpn

Tc Mguard Rs2000 3g Vpn Firmware
Tc Mguard Rs2000 4g Att Vpn

Tc Mguard Rs2000 4g Att Vpn Firmware
Tc Mguard Rs2000 4g Vpn

Tc Mguard Rs2000 4g Vpn Firmware
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Hardware Phoenixcontact Tc Mguard Rs2000 4g Vzw Vpn - All All All
Operating System Phoenixcontact Tc Mguard Rs2000 4g Vzw Vpn Firmware All All All All
Hardware Phoenixcontact Tc Mguard Rs4000 3g Vpn - All All All
Operating System Phoenixcontact Tc Mguard Rs4000 3g Vpn Firmware All All All All
Hardware Phoenixcontact Tc Mguard Rs4000 4g Att Vpn - All All All
Operating System Phoenixcontact Tc Mguard Rs4000 4g Att Vpn Firmware All All All All
Hardware Phoenixcontact Tc Mguard Rs4000 4g Vpn - All All All
Operating System Phoenixcontact Tc Mguard Rs4000 4g Vpn Firmware All All All All
Hardware Phoenixcontact Tc Mguard Rs4000 4g Vzw Vpn - All All All
Operating System Phoenixcontact Tc Mguard Rs4000 4g Vzw Vpn Firmware All All All All
Reference Source Link Tags

VDE-2022-051 | CERT@VDE MISC cert.vde.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591248 Phoenix Contact mGuard product family Denial of Service (DoS) Vulnerability (VDE-2022-051)
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