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State

Assigner
Source Priority
Published
Updated

Description

/

PUBLIC

f5sirt@f5.com

CVE Program / NVD first with legacy fallback

2022-08-04 18:15:00 UTC

2022-08-10 23:46:00 UTC

In BIG-IP Versions 16.1.x before 16.1.3.1 and 15.1.x before 15.1.6.1, and all versions of BIG-IQ 8.x, when the Data Plane [

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Application
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F5

F5

F5

F5

F5

F5

F5
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Product

Big-ip Access Policy Manager
Big-ip Advanced Firewall Manager
Big-ip Analytics

Big-ip Application Acceleration Manager
Big-ip Application Security Manager
Big-ip Domain Name System

Big-ip Fraud Protection Service
Big-ip Global Traffic Manager

Big-ip Link Controller

Big-ip Local Traffic Manager

Big-ip Policy Enforcement Manager
Big-iq Centralized Management
Big-iq Centralized Management
Big-iq Centralized Management
Big-ig Centralized Management

Big-ig Centralized Management

Version
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8.2.0

Update
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All

Edition
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Language
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All
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References

Reference Source Link Tags
support.f5.com/csp/article/K34511555 MISC support.f5.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376778 F5 BIG-IP Application Security Manager (ASM), Local Traffic Manager (LTM), Access Policy Manager (APM) Big-ip and Big-iq
aws Vulnerability cve-2022-34844 (K34511555)
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