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Summary

CVE CVE-2022-34877

State PUBLIC

Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-05 16:15:00 UTC

Updated 2022-07-13 18:16:00 UTC

Description SQL Injection vulnerability in AST Agent Time Sheet interface ((/vicidial/AST_agent_time_sheet.php) of VICIdial via the agent parameter allows attacker to spoof identity, tamper with existing data, allow the complete disclosure of all data on the system, destroy the data or make it otherwise unavailable, and become administrators of the database server. This issue affects: VICIdial 2.14b0.5 versions prior to 3555.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vicidial Vicidial 2.14b0.5 3555 All All

References

Reference

vicidial.org • View topic - Recommended VICIdial Security Upgrade Notice: April 2022

VICIdial SQLi placeholder (CVE-2022-34876, CVE-2022-34877, CVE-2022-34878) by h00die · Pull Request #16732 · rapid7/metasploit-framework · GitHub

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: h00die for discovery, disclosure, and exploit. Matt Florell with VICIdial for patching
the software.

There are currently no legacy QID mappings associated with this CVE.
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