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Summary

CVE CVE-2022-3488

State PUBLIC

Assigner security-officer@isc.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-26 21:15:00 UTC

Updated 2023-11-07 03:51:00 UTC

Description Processing of repeated responses to the same query, where both responses contain ECS pseudo-options, but where the first is broken in some way, can cause BIND to exit with an assertion failure. 'Broken' in this context is anything that would cause the resolver to reject the query response, such as a mismatch between query and answer name. This issue affects BIND 9 versions 9.11.4-S1 through 9.11.37-S1 and 9.16.8-S1 through 9.16.36-S1.

Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.11.37 s1 All All

Application Isc Bind 9.11.4 s1 All All

Application Isc Bind 9.16.36 s1 All All

Application Isc Bind 9.16.8 s1 All All

References

Reference Source Link Tags

CVE-2022-3488: BIND Supported Preview Edition named may terminate unex MISC kb.isc.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

15135 ISC BIND Assertion Failure Vulnerability

355145 Amazon Linux Security Advisory for bind : ALAS2023-2023-161
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