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Summary

CVE CVE-2022-34888

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-30 22:15:00 UTC

Updated 2023-02-08 22:18:00 UTC

Description The Remote Mount feature can potentially be abused by valid, authenticated users to make connections to internal services that may not normally be accessible to users. Internal service access controls, as applicable, remain in effect.

Risk And Classification

Problem Types: CWE-697

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Thinkagile Hx1021 - All All All

Operating System Lenovo Thinkagile Hx1021 Firmware All All All All

Hardware Lenovo Thinkagile Hx1320 - All All All

Operating System Lenovo Thinkagile Hx1320 Firmware All All All All

Hardware Lenovo Thinkagile Hx1321 - All All All

Operating System Lenovo Thinkagile Hx1321 Firmware All All All All

Hardware Lenovo Thinkagile Hx1520-r - All All All

Operating System Lenovo Thinkagile Hx1520-r Firmware All All All All

Hardware Lenovo Thinkagile Hx1521-r - All All All

Operating System Lenovo Thinkagile Hx1521-r Firmware All All All All

Hardware Lenovo Thinkagile Hx2320-e - All All All

Operating System Lenovo Thinkagile Hx2320-e Firmware All All All All

Hardware Lenovo Thinkagile Hx2321 - All All All

Operating System Lenovo Thinkagile Hx2321 Firmware All All All All

Hardware Lenovo Thinkagile Hx2720-e - All All All

Operating System Lenovo Thinkagile Hx2720-e Firmware All All All All

Hardware Lenovo Thinkagile Hx3320 - All All All
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Hardware Lenovo Thinkagile Hx3320 - All All All

Operating System Lenovo Thinkagile Hx3320 Firmware All All All All

Hardware Lenovo Thinkagile Hx3321 - All All All

Operating System Lenovo Thinkagile Hx3321 Firmware All All All All

Hardware Lenovo Thinkagile Hx3375 - All All All

Operating System Lenovo Thinkagile Hx3375 Firmware All All All All

Hardware Lenovo Thinkagile Hx3376 - All All All

Operating System Lenovo Thinkagile Hx3376 Firmware All All All All

Hardware Lenovo Thinkagile Hx3520-g - All All All

Operating System Lenovo Thinkagile Hx3520-g Firmware All All All All

Hardware Lenovo Thinkagile Hx3521-g - All All All

Operating System Lenovo Thinkagile Hx3521-g Firmware All All All All

Hardware Lenovo Thinkagile Hx3720 - All All All

Operating System Lenovo Thinkagile Hx3720 Firmware All All All All

Hardware Lenovo Thinkagile Hx3721 - All All All

Operating System Lenovo Thinkagile Hx3721 Firmware All All All All

Hardware Lenovo Thinkagile Hx5520 - All All All

Hardware Lenovo Thinkagile Hx5520-c - All All All

Operating System Lenovo Thinkagile Hx5520-c Firmware All All All All

Operating System Lenovo Thinkagile Hx5520 Firmware All All All All

Hardware Lenovo Thinkagile Hx5521 - All All All

Hardware Lenovo Thinkagile Hx5521-c - All All All

Operating System Lenovo Thinkagile Hx5521-c Firmware All All All All

Operating System Lenovo Thinkagile Hx5521 Firmware All All All All

Hardware Lenovo Thinkagile Hx7520 - All All All

Operating System Lenovo Thinkagile Hx7520 Firmware All All All All

Hardware Lenovo Thinkagile Hx7521 - All All All

Operating System Lenovo Thinkagile Hx7521 Firmware All All All All

Hardware Lenovo Thinkagile Hx7820 - All All All

Operating System Lenovo Thinkagile Hx7820 Firmware All All All All

Hardware Lenovo Thinkagile Hx7821 - All All All

Operating System Lenovo Thinkagile Hx7821 Firmware All All All All

Hardware Lenovo Thinkagile Hx Enclosure Certified Node - All All All

Operating System Lenovo Thinkagile Hx Enclosure Certified Node Firmware All All All All

Hardware Lenovo Thinkagile Mx1020 - All All All

Operating System Lenovo Thinkagile Mx1020 Firmware All All All All
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Hardware Lenovo Thinkagile Mx1021 - All All All

Operating System Lenovo Thinkagile Mx1021 Firmware All All All All

Hardware Lenovo Thinkagile Mx3330-f - All All All

Operating System Lenovo Thinkagile Mx3330-f Firmware All All All All

Hardware Lenovo Thinkagile Mx3330-h - All All All

Operating System Lenovo Thinkagile Mx3330-h Firmware All All All All

Hardware Lenovo Thinkagile Mx3331-f - All All All

Operating System Lenovo Thinkagile Mx3331-f Firmware All All All All

Hardware Lenovo Thinkagile Mx3331-h - All All All

Operating System Lenovo Thinkagile Mx3331-h Firmware All All All All

Hardware Lenovo Thinkagile Mx3530-h - All All All

Operating System Lenovo Thinkagile Mx3530-h Firmware All All All All

Hardware Lenovo Thinkagile Mx3530 F - All All All

Operating System Lenovo Thinkagile Mx3530 F Firmware All All All All

Hardware Lenovo Thinkagile Mx3531-f - All All All

Operating System Lenovo Thinkagile Mx3531-f Firmware All All All All

Hardware Lenovo Thinkagile Mx3531 H - All All All

Operating System Lenovo Thinkagile Mx3531 H Firmware All All All All

Hardware Lenovo Thinkagile Vx1320 - All All All

Operating System Lenovo Thinkagile Vx1320 Firmware All All All All

Hardware Lenovo Thinkagile Vx2320 - All All All

Operating System Lenovo Thinkagile Vx2320 Firmware All All All All

Hardware Lenovo Thinkagile Vx2330 - All All All

Operating System Lenovo Thinkagile Vx2330 Firmware All All All All

Hardware Lenovo Thinkagile Vx3320 - All All All

Operating System Lenovo Thinkagile Vx3320 Firmware All All All All

Hardware Lenovo Thinkagile Vx3330 - All All All

Operating System Lenovo Thinkagile Vx3330 Firmware All All All All

Hardware Lenovo Thinkagile Vx3331 - All All All

Operating System Lenovo Thinkagile Vx3331 Firmware All All All All

Hardware Lenovo Thinkagile Vx3520-g - All All All

Operating System Lenovo Thinkagile Vx3520-g Firmware All All All All

Hardware Lenovo Thinkagile Vx3530-g - All All All

Operating System Lenovo Thinkagile Vx3530-g Firmware All All All All

Hardware Lenovo Thinkagile Vx3720 - All All All

Operating System Lenovo Thinkagile Vx3720 Firmware All All All All
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Operating System Lenovo Thinkagile Vx3720 Firmware All All All All

Hardware Lenovo Thinkagile Vx5520 - All All All

Operating System Lenovo Thinkagile Vx5520 Firmware All All All All

Hardware Lenovo Thinkagile Vx5530 - All All All

Operating System Lenovo Thinkagile Vx5530 Firmware All All All All

Hardware Lenovo Thinkagile Vx7320 N - All All All

Operating System Lenovo Thinkagile Vx7320 N Firmware All All All All

Hardware Lenovo Thinkagile Vx7330 - All All All

Operating System Lenovo Thinkagile Vx7330 Firmware All All All All

Hardware Lenovo Thinkagile Vx7520 - All All All

Operating System Lenovo Thinkagile Vx7520 Firmware All All All All

Hardware Lenovo Thinkagile Vx7520 N - All All All

Operating System Lenovo Thinkagile Vx7520 N Firmware All All All All

Hardware Lenovo Thinkagile Vx7530 - All All All

Operating System Lenovo Thinkagile Vx7530 Firmware All All All All

Hardware Lenovo Thinkagile Vx7531 - All All All

Operating System Lenovo Thinkagile Vx7531 Firmware All All All All

Hardware Lenovo Thinkagile Vx7820 - All All All

Operating System Lenovo Thinkagile Vx7820 Firmware All All All All

Hardware Lenovo Thinkagile Vx 1se Certified Node - All All All

Operating System Lenovo Thinkagile Vx 1se Certified Node Firmware All All All All

Hardware Lenovo Thinkagile Vx 2u4n - All All All

Operating System Lenovo Thinkagile Vx 2u4n Firmware All All All All

Hardware Lenovo Thinkagile Vx 4u - All All All

Operating System Lenovo Thinkagile Vx 4u Firmware All All All All

Hardware Lenovo Thinkedge Se450 - All All All

Operating System Lenovo Thinkedge Se450 Firmware All All All All

Hardware Lenovo Thinkstation P920 - All All All

Operating System Lenovo Thinkstation P920 Firmware All All All All

Hardware Lenovo Thinksystem Sd530 - All All All

Operating System Lenovo Thinksystem Sd530 Firmware All All All All

Hardware Lenovo Thinksystem Sd630 V2 - All All All

Operating System Lenovo Thinksystem Sd630 V2 Firmware All All All All

Hardware Lenovo Thinksystem Sd650-n V2 - All All All

Operating System Lenovo Thinksystem Sd650-n V2 Firmware All All All All

Hardware Lenovo Thinksystem Sd650 Dwc - All All All
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Operating System Lenovo Thinksystem Sn850 Firmware All All All All

Hardware Lenovo Thinksystem Sr150 - All All All
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Hardware Lenovo Thinksystem Sr530 - All All All
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Operating System Lenovo Thinksystem Sr590 Firmware All All All All
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