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Summary

CVE CVE-2022-3500

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-22 19:15:00 UTC

Updated 2023-11-07 03:51:00 UTC

Description A vulnerability was found in keylime. This security issue happens in some circumstances, due to some improperly handled exceptions, there exists the possibility that a rogue agent could create errors on the verifier that stopped attestation attempts for that host leaving it in an attested state but not verifying that anymore.

Risk And Classification

Problem Types: CWE-248

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Keylime Keylime All All All All

Operating System Redhat Enterprise Linux 9.0 All All All

References

Reference Source

Fix proper exception handling and impedance match in `tornado_requests` by galmasi · Pull Request #1128 · keylime/keylime · GitHub MISC

[SECURITY] Fedora 37 Update: keylime-6.4.3-5.fc37 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 37 Update: keylime-6.4.3-5.fc37 - package-announce - Fedora Mailing-Lists FEDORA

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC

[SECURITY] Fedora 35 Update: keylime-6.4.3-2.fc35 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 35 Update: keylime-6.4.3-2.fc35 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 36 Update: keylime-6.4.3-2.fc36 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 36 Update: keylime-6.4.3-2.fc36 - package-announce - Fedora Mailing-Lists
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

160327 Oracle Enterprise Linux Security Update for keylime (ELSA-2022-8444)

240921 Red Hat Update for keylime (RHSA-2022:8444)

283505 Fedora Security Update for keylime (FEDORA-2022-5a6ed3607d)

283536 Fedora Security Update for keylime (FEDORA-2022-8ad3246cc0)

283537 Fedora Security Update for keylime (FEDORA-2022-7a312cde45)

752820 SUSE Enterprise Linux Security Update for keylime (SUSE-SU-2022:4204-1)

940783 AlmaLinux Security Update for keylime (ALSA-2022:8444)

960539 Rocky Linux Security Update for keylime (RLSA-2022:8444)
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